Restoring Confidence in Microservices:
Tracing That's More Than Traces

Ben Sigelman (LightStep co-founder, OpenTracing co-creator)
QCon London, March 6, 2019
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__l examples — bash — 120%x30
rLmatt@shadowfax:~/Work/Dev/goconvey/src/github.com/smartystreets/goconvey/examples]
¢ go test -v
=== RUN TestAssertions

All assertions should be accessible
Equality assertions should be accessible wAAMAMAAAN
Numeric comparison assertions should be accessible vV
Container assertions should be accessible wiiW/
String assertions should be accessible i/
Panic recovery assertions should be accessible vtV
Type-checking assertions should be accessible w
Time assertions should be accessible ity

44 agssertions thus far

--- PASS: TestAssertions (0.04 seconds)
=== RUN TestScoring

Subject: Bowling Game Scoring
Given a fresh score card
When all gutter balls are thrown
The score should be zero v
When all throws knock down only one pin
The score should be 20 v
When a spare is t

confidence in software

When all strikes are thrown
The score should be 300. v




+ Cluster Health

Cluster Pod Usage Cluster CPU Usage Cluster Memory Usage Cluster Disk Usage
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+ Deployments

Deployment Replicas - Up To Date Deployment Replicas ploy

Time Metric v Value

24 24 L




Leverage and Complexity
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Software with small leverage

FLOOR 5 X + fx =sum(b2:b8)
A B C

1 Guest _Party size _Phone

2 Greg Smith 2/415-555-2409
3 Wanda Hellman 1/652-982-2753
4 Annie Beacon 31282-802-5720
5 |Marjorie Waller 1/807-221-8827
6 John Chan 5|727-315-7294
7 Satish Dhawan 21294-849-1729
8 Wilhelm Steinberg 1/749-998-1556
9 |Total =sum(b2:b8)
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Software with large leverage
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Move on when timer ends. Other 1.00
passengers may be waiting. B
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Software: a continuum

FLOOR 5 X + fx =sum(b2:b8)
A B C
Guest Party size  Phone
Greg Smith 2|415-555-2409
Wanda Hellman 1/652-982-2753
Annie Beacon 3/282-802-5720 (
Marjorie Waller 1/807-221-8827
5

John Chan 727-315-7294

Satish Dhawan 2|294-849-1729

Wilhelm Steinberg 11749-998-1556
)

Total =sum(b2:b8
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Small leverage
Clumsy UX
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Large leverage
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Monthly Release Spreadsheets (via Sarah Wells
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'AHP Buidie 90271 - FT-CMS (roplaces 84244) b Scppart
a Retome AP Buddie B6319 - FTFEEDS (roplaces 81488) b Suppart

2 Retose AP Buddide B6374 - contentAPY(replaces 79650) b Seppert
O Prod Apache caches do the folowing
fAweb20-uviw-uk-p
fweb21-uviw-uk-p
fweb20-uvn)-us-p
ftweb21-uvnj-us-p

a Manual Action Pub support

*m / f.com/Q/u/2] -

Wistoncal secondanes

1) Connect to ft-cms staging DB machine with ssh.
2) Get the script that s located here

tp:// anthil.sve.fcom/viewve/ 2.1 pts/
revision= 1205578view=co

condaries. sh?

2 Manual Action Pub support
and run it with the given command:
Juse_secondanies.sh ftaps01-01-uvpr-uk-qa.osb.ft.com 8080 PREDITOR_USERNAME PREDITOR_PASSWORD > use_secondaries.log

Switch the Content AP Tomeat services to pont directly to FT-CMS Tomcat rather than FT-CMS Apache.
This Is done via JMX configuration. Use VisualvM, JConsole or equivalent to connect to each host on port 8533,
MBeans: com. . deliveryplatform- > ClientConfiguration- > Attributes

Change the PageServiceUr from
http: //ftcomrender- web-data. svc.ft.com: 80/cms/platform/ rest/pages.
o

nitp. uk-p: 808 (for the two UK content AP1 tomcats)
tp://1taps20-uvnj-us-p: 8080/ cms/ platform/ rest/pages (for the two US content API tomcats)

Change the ContentitemServiceUrt from
hetp: sve.ft.com

to

Itp: /RS20 uviw-uk-p: 808D/ cms/ platform/rest/ems (for the two UK content AP1 tomcats)
htp: //Raps20-uvny-us-p: BOBD/ cms/ platform/ rest/tiems (for the two US content AP tomaats)

n Manual Action b Scppert




Crisis of Confidence #1
Velocity (or lack thereof)
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Org design, human comms, and microservices

You will inevitably ship your org chart



‘B Crystal Hirschorn e

@cfhirschorn

"You will inevitably ship your org chart" aka Conway's Law.
Love this illustration from .@el_bhs #QConLondon
Q7 3:21 PM - Mar 4, 2019

2 See Crystal Hirschorn's other Tweets >
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Regaining confidence in velocity

FLOOR 5 X + fx =sum(b2:b8)

A B C

Guest Party size  Phone
Greg Smith 415-555-2409

2
Wanda Hellman 1/652-982-2753
Annie Beacon 3/282-802-5720
Marjorie Waller 1/807-221-8827 ( )
John Chan 5|727-315-7294
Satish Dhawan 294-849-1729

2
Wilhelm Steinberg 11749-998-1556
Total =sum(b2:b8)
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@sarahwells: monthly release count with a monolith
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@sarahwells: monthly release count with microservices
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A microservices architecture

m/ The WAN
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A microservices architecture

;D The WAN

;

A narrow scope of And its tgam S s§ope of uhderstandmg
Consider a single service...

understanding = great! /
\

Faster releases, o \\ N
smaller teams, less

friction, etc. / T g / \\\\ \
—




A microservices architecture (with a slowdown)

;D The WAN

A narrow scope of A
understanding = great

... problematic.

Decoupling cuts /
both ways.




Crisis of Confidence #2
Hypothesis Overload
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A single
distributed trace — |

Microservices
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Tracing Conundrum: Data Volume

app transaction rate
X # of microservices
X cost of net+storage
X  weeks of retention

— —]

way too much $$$%
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The Life of Trace Data: Dapper

Stage Overhead affects... Retained
Instrumentation Executed App 100.00%
Buffered within app process App 000.10%
Flushed out of process App 000.10%
Centralized regionally Regional network + storage 000.10%
Centralized globally WAN + storage 000.01%

== LIGHTSTEP
S



The Life of Trace Data: Bapper “Other Approaches”

Stage Overhead affects... Retained
Instrumentation Executed App 100.00%
Buffered within app process App 100.00%
Flushed out of process App 100.00%
Centralized regionally Regional network + storage 100.00%
Centralized globally WAN + storage ‘on-demand

== LIGHTSTEP



Tracing Conundrum: “Too Much Signal”

® © ® -~ Trace View | LightStep X+
c & https://app-staging.lightstep.. lightstep-demo/trace?span_guid=00eb6cd17abc7b18&trace_id=6303eb2a36e46c3c&tracer_id=2c97e485d54fc4978&operati... Y [ORN<] @
o Operation
% 0 | 726ms 095 Jas 278 user-space-mapping
. (0]
E] Service
api-server o
-— v Tags
customer_id BEEMO ®
subnetwork us-west1 (o)
OPERATION SERVICE DURATION
v Logs
- api/vl/reserve-asset api-server 2.57s 12us  cache: all subtransient connections are
b ] _
® unavailable
authentication-runner auth-service 214ms 2.35s  cache: reconnected
I
authorize geofencer 374ms . Additional Details
(] u
Span Start
user-space-mapping api-server 2.52s 03-02-2019 09:16:12
@
. Span Finish
, cache-check generic-cache e 03-02-2019 09:16:14
cache-refresh generic-cache 647ms Span ID
- 59208b443288427¢c
. Trace ID
db.primary-run_que database 59.5ms
primagyTin query, = 6303eb2a36e46c3c
Parent ID 9
db.primary-select_filter database 317ms 00eb6cd17abc7b18
o 1
Platform @ Help
db.primary-select_filter database 416ms Gov1114
o 1 P TIPRTR



https://app-staging.lightstep.com/lightstep-demo/trace?span_guid=00eb6cd17abc7b18&trace_id=6303eb2a36e46c3c&tracer_id=2c97e485d54fc497&operation_name=api%2Fv1%2Freserve-asset&at_micros=1551546974970305#span-59208b443288427c

Raw distributed traces, in summary

One distributed trace per transaction

Crosses microservice boundaries

They are necessary if we want to understand the
relationships between distant actors in our architecture ...

... and yet:

- traces are too big for our brains
- there are too many of them to centralize durably




“Traces” vs. “Tracing”

Distributed traces: basically just structs

Distributed tracing: the art and science of
making distributed traces valuable




SO... how do we make
distributed traces valuable?

\We use them to restore confidence.



Traces, Tracing, and Confidence
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Quick Vocab Refresher: SLIs

“SLI" = “Service Level Indicator”

TL;:DR: An SLI is an indicator of health that
a service’'s consumers would care about.
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Sarah’s actual slide, about SLls

® © ® ) qconlondon 2019: Maturemi X+
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QCon London 2019: Mature microservices and how to operate them

Keep it simple:
- request rate
- latency

- error rate

@sarahjwells

R sarah Wells [ Technology Yy 3 © 490




“Confidence” is controlling your SLIs

Two fundamental goals:

- Gradually improving an SL|

- Rapidly restoring an SL| days, weeks, months...
NOow!!!!




Two Fundamental Activities
1. Detection: measuring SLIs precisely

2. Explaining variance: recognizing and
explaining variance, often iteratively
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An aside...

T ¥
o N

Replying to @el_bhs and 2 others

@el_bhs, I've heard your hesitancy on self-promotion
before, but as a ceo you should make it more fluid and
comfortable (imho). | love your non-marketing, technical
bias, but also want to see how LightStep solves it.

Q1 1:48 PM - Feb 28, 2019 L]

2 See I s other Tweets >
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An aside...

+ Ben Sigelman y
~ @el_bhs

Replying to @ and 2 others
Thank you for the feedback, . | will try to work on it. |
guess l'd rather err on this side of the spectrum.

In other news, @LightStepHQ will make all of your wildest
dreams come true.

2 See Ben Sigelman's other Tweets >
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A Service-Centric Approach

% The WAN

%

Given any service:
1. Start with an SLI / —
2. Find variance -
/ NN

3. Explain it
TN N N
‘ @/ I L N




Confidence about variance

Percentile Latency for A Latency for B

050 30ms 3MS
P90 42mMs 11ms
095 ooms 13ms

099 180ms 17ms



Confidence about variance

Number of spans (approx

Number of spans (approx

Span Duration

Latency Histogram Show percentile Compare to [ 1 hour prior 1day prior 1 week prior ]
" “" |
| S |11
01lps 100us Tms 10ms 100ms 1s 10s Tm+
Span Duration
Latency Histogram Show percentile Compare to 1hour prior 1day prior 1week prior
g w 595
100ps Tms 10ms 100ms 1s 10s Tm+




Confidence about variance

Latency Histogram

Show percentile Compare to [ 1 hour prior 1day prior

1 week prior
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Confidence about variance

Latency Histogram Show percentile Compare to [ 1 hour prior 1day prior 1week prior J
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Latency variance vs temporal variance

Latency Histogram Show percentile Compare to [ 1 hour prior l 1day prior l 1 week prior J
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“Variance over what exactly?”

Just trace span latencies,



Confidence about bottlenecks




Confidence about bottlenecks

(link)


https://app-staging.lightstep.com/lightstep-demo/explorer?snapshot_id=YZjC1l7UOR

Common case traces
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134ms 300ms a00ms sesms

OPERATION SERVICE DURATION

dom-load webapp 868ms

— — —

api-request/reserve-asset webapp 572ms
e —

proxy-relay api-proxy 557ms
E i

apify/reserve-asset api-server 552ms
C— =

authentication-runner auth-service 323ms

e
lookup-user auth-service 316ms
write-audit-log auth-service 25.0ms
—

authorize geofencer 304ms
—

user-space-mapping api-server 186ms

api-request/charge webapp 293ms

—

proxy-relay api-proxy 281ms

g
apifv1/charge api-server 276ms
authentication-runner auth-service 140ms
B
lookup-user auth-service 132ms
write-audit-log auth-service 25.0ms
C—

verify-asset charger 128ms

fraudstercheck charger 99.5ms

process-transaction payment-gateway 272ms

rerender-assets webapp 116ms

1

update-localstore webapp 115ms




Common case traces

085 185 276 36 455 4595
=]
) OPERATION SERVICE DURATION
dom-load webapp 4595
3 — —
api-request/reserve-asset webapp 4225
) L m——
proxy-relay api-proxy 425
20 — —
apifv/reserve-asset api-server 4195
(ot SR
o 2uthentication-unner auth-service 313ms
authorize geofencer 454ms
-
user-space-mapping api-server 4135
2
o cache-check generic-cache 83.2ms
cache-refresh generic-cache 757ms
) —
db.primary-run query database 69.5ms
? e
jdbprimary-select fiter database 319ms
o dbprimary-select fiter database A Mims
 dbprimary-select fier database 318ms
,dbprimary-select fier database . 813ms
dbprimary-select fier database ; Tims
o dbprimary-select fiter database , 436ms
,dbprimany-collate database 361ms
notification-runner generic-cache . 12.2ms
notification-runner generic-cache - 261ms
api-request/charge webapp 369ms
proxy-relay api-proxy 344ms
apifvi/charge api-server 338ms
authentication-runner auth-service 314ms




Confidence about bottlenecks: common case

service: api-server % operation: api/vl/reserve-as.. *

Latency Histogram [Range:94.2ms-553ms,58.9Kspans X Show percentile Compare to { 1hour prior [ 1day prior ‘ 1week prior ]
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Confidence about bottlenecks: outliers

[ service: api-server > operation: api/vl/reserve-as.. X n Mar 4, 13: 5
Latency Histogram [ Range: 1.89s - 515s,1.9K spans X Show percentile Compare to 1hour prior ‘ 1day prior | 1week prior ]
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Confidence about hypotheses

(link)

(Relevant)—



https://app-staging.lightstep.com/lightstep-demo/explorer?snapshot_id=9n3FeHJXOn&min_latency=1504240&max_latency=5565750

Confidence about hypotheses

service: api-server » operation: api/vl/reserve-as.. X

Latency Histogram Show percentile | p95 v ‘ Compareto[ 1hour prior ‘ 1day prior ‘ 1week prior }

5]

8

=
i

Ko

Number of spans (approx)

T T T — T T Y T T
100ps ms 10ms 100ms. 1s 10s m+
Span Duration

Spans Service Diagram P

A Hide Correlations

s Service Operation Selection Duration V¥ Start Time
Correlations
Show data outside of selection api-server + api/vl/reserve + — 820.05 ms 01:25:12
(@ Based on low data
api-server + api/vl/reserve-asset + — 882.01 ms 01:25:12
service: api-server m api-server + api/vl/reserve-asset + — 836.02 ms 01:25:12
operation: user-space-mapping
75% of latency contribution api-server + api/vl/reserve-asset + —_ 563.37 ms 01:25:12
api-server + api/vl/reserve-asset + — 855.20 ms 01:25:11
customer_id: BEEMO [ +.86 ]
On tagin result api-server + api/vl/reserve-asset + — 823.05 ms 01:25:11
subnetwork: us-west1 @ api-server + api/vi/reserve: 4F e 848.27 ms 01:25:11

Onfagintrace + — 923.42 ms 01:25:11

ap + api/vi/reserve

customer_id: ACME -.67 api-server + api/vl/reserve-asset + — 856.00 ms QL0
On tagin result

api-server + api/vl/reserve-asset + — 1.35s @ Help
customer_id: non-vip =36 api-server + api/vi/reserve-asset + - 1.01s 01:25:11

On tag in recult




Isolating variance

service: api-server % operation: api/vl/reserve-as.. X . ‘Run day, 01:25:14
Latency Histogram {Range:1.895-5.153,1.9K5pans X Show percentile | p95 Compare to 1hour prior 1day prior ‘ 1weekprior1
% 100K =

=

\% 10K ¢

%

2

]

3

&

s

I

H]

E 1

! .
01ps 100us ms 10ms 100ms 1s 10s m+
Span Duration

Spans Service Diagram i

A Hide Correlations

. Service Operation Selection M Duration Start Time
Correlations
Show data outside of selection api-server + api/vl/reserve-asset + [ In | 452s 01:19:51
api-server + api/vl/reserve-asset + [ In | 4.49s 01:19:50
service: api-server m
operation: user-space-mapping api-server + api/vi/reserve-asset + [ In | 4.31s 01:20:51
90% of latency contribution
api-server + api/vl/reserve-asset + [ In | 4.28 s 01:20:08
service: generic-cache -54 api-server + apilvi/reserve-asset + (in | 4205 01:22:02
operation: cache-check
13% of latency contribution api-server + api/vl/reserve-asset + [ In | 419 s 01:20:51
customer_id: BEEMO 2 api-server + api/Vi/reserve-asset + [in | 418's 01:19:38
Onitegtnirpailt api-server + api/vi/reserve-asset + e 417s 01:21:09
subnetwork: us-west1 (.52 api-server + api/vl/reserve-asset + [ In | 4.16s
On tagin trace
api-server + api/vl/reserve-asset + [ In | 415s
customer_id: non-vip =32 api-server + api/vl/reserve-asset + m 415s 01:20:58
Ontacin cacule . L L




Considering a hypothesis

service: api-server »  operation: api/vl/reserve-as.. X . > | Run day, 01:25:14
Latency Histogram [ Range: 1.89s - 515s, 1.9K spans X Show percentile ‘ p95 ~ ‘ Compare to 1 hour prior 1day prior ‘ 1week prior J
% 100K«
s
<y
8 1
2 1
2
&
8 E |
2 1004
S E
g 10%
g E
01ps 100ps ms 10ms 100ms 1s 10s m+
Span Duration
Spans Service Diagram -
Q Hide Correlations
YUY OT 1aTency Contripution
Service Operation Selection Duration Start Time
service: generic-cache -.54
operatioi' cache-check R il S G [ In | 4.52s 01:19:51
13% of latency contribution api-server + api/vi/reserve m 415 s 01:20:58
customer_id: BEEMO [ +.52 ] api-server + api/vi/reserve [ In | 413s 01:21:41
On tag in result
api-server + api/vl/reserve-asset + [ in | 410s 01:21:43
subnetwork: us-west1 (+.52 ] api-server + api/vi/reserve 3t [ In | 4.04s 01:21:17
Ontagin trace
+ api/vi/reserve + [ In | 4.01s 01:21:25
Replace Query
api-server + api/vl/reserve-asset + [ In | 3.95s 01:20:48
customer_id: non-vip .32 api-server + api/vi/reserve-asset + [in | 395s 01:20:05
Ontagin result
THEERIITOSY api-server + api/vi/reser [ In ] 3.93s
customer_id: ACME -.29 api-server + api/vl/reserve-a [ In | 3.90s
On tagin result
api-server + api/vi/reserve-asset + m 3.89s 01:19:29



Wrapping up...
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Thank you!

Ben Sigelman, Co-founder and CEO PS: LightStep launched self-serve tracing

twitter: @el_bhs at QCon London!
email: bhs@lightstep.com

- Introducing LightStep Tracing

| am friendly and would love to
chat... please say hello, | don’t
make it to Europe often!

The easiest way for teams to adopt best-of-breed distributed tracing

LightStep Tracing is far more than a trace viewer. It selects and
aqareqates traces to explain the symptoms that matter the most to

Focus on insights, not individual traces ﬁm [gm n



