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This talk

What to expect

- Alittle history
Infrastructure, APls and devops

- Parallels with security
Security as policy management

- Security tool examples
How can tools facilitate sharing and collaboration




A little history




“The APl is the product”
Todd Sampson, way back in 2008




Infrastructure as code

A banner for lots of tools and approaches

o

CFEngine « puppet CHEF .usis.e




Just sysadmins solving problems




From adhoc to software

S sudo apt-get install some-package class { 'apache':
S nano /etc/some-config-file.ini default_vhost => false,

}

S nano /etc/some-other-config-file.xml

. apache::vhost { 'vhost.example.com':
S sudo service start some-service port => '80',

docroot => '/var/www/vhost',

}




DSLs and the configuration clock

MONDAY, MAY 07, 2012

The Configuration Complexity Clock
When I was a young coder, just starting out in the big scary world of enterprise software, an older, far more experienced chap gave me a stern warning about hard coding values in
my software. “They will have to change at some point, and you don’t want to recompile and redeploy your application just to change the VAT tax rate.” I took this advice to heart

and soon every value that my application needed was loaded from a huge .ini file. I still think it’s good advice, but be warned, like most things in software, it’s good advice up to a

point. Beyond that point lies pain.

Let me introduce you to my ‘Configuration Complexity Clock’.

Hard Coded

12

DSL 9 3 Config Values »



Enter Devops

CHEF BLOG

What Devops Means to Me

By John Willis  July 16, 2010

| have been in IT operations for over 30 years and | have seen a lot of good and bad ideas come and go. | have
been following the Devops movement for over a year now and | have kept my eyes very focused to the Devops
radar. To me Devops is one of the most interesting ideas that | have seen in the last 30 years. Like any new idea,
Devops is creating some controversy and there are many discussions about what is wrong with Devops. In fact,
many of the recent questions about Devops sound very similar to some of the questions that were being asked
about Clouds two years ago. A lot of those old Cloud questions have now been answered; however, many still
remain open. | believe this is exactly the path that the recent “Devops” questions are following. | have spoken
and interviewed a lot of the thotiaht leaders in the Devons movement Here are some of mv thouahts based on



. Culture

. Automation

. Measurements
. Sharing

Still the best distillation of devops




Co-evolution of tools and practice

Advancement in one begets the other in
sociotechnical systems




“Other people’s computers”

Towards well defined APIs

. aWS AAzu re




Why all the fuss?

24X 3X

faster recovery from failures lower change failure rate

22% 50%

less time spent on unplanned work and rework less time remediating security issues.

puppet d



What did we learn?



Not everyone needs to be an expert

Content reuse scales

@5 /5 Score & 1547298 Downloads

@ 14 Watchers W 131 Stars €76 Forks

Last Imported 6 days ago
Best Match 0.5154




The utility of a marketplace

Home Docs Forge Learn Contact Pipelines Login

#docker hub  Q Search for great content (e.g., mysql)

) . } A repository of 6,063 moa
@ Docker EE @& Docker CE [®] containers M Plugins puppetforge SR e T
What do you want to automate? Supported/Approved
Filters (1)  Clear All 1 - 25 of 150 available images.
Supported or Approved
Docker Certified @ X Official Image

| & Docker Certified

anl java Found 57 modules using filters
H L}
Images # Updated 30 minutes ago
‘ ‘ Verified Publisher @ Filter by Puppet version: | Puppet/Puppet Enterprise Version ¥ S
' Docker Certified And Verified Publisher Content Container Base A

Official Images @

Official Images Published By Docker St d I i b
hello-world puppetlabs
Categories @ »hello L
world Updated 30 minutes ago ) :

| Analytics Standard library of resources for Puppet modules.
— Container  Linux  ARM Version 5.2.0 (

Application Frameworks

Application Infrastructure

Application Services

H express-gateway concat

Base Images mEEEE %
T ——— niinnatlahe



Version control as change control

N base: master~v 4 | compare: update-readme-2 v ‘ v Able to merg

Choose a head branch

Safore you submit a pull 1 buting g
update

o
. | Add octocat

update-readme-1
Write Previ £C < = 3= V=
' update-readme-2

| update-readme

updates-to-release-v1.2



Shared tooling emerges

S puppet-lint /etc/puppet/modules require 'chefspec'
foo/manifests/bar.pp - ERROR: trailing
whitespace found on line 1
apache/manifests/server.pp - WARNING: variable

not enclosed in {} on line 56 it 'deletes a file' do
expect(chef_run).to delete_file('/tmp/explicit_action

describe 'file::delete' do
let(:chef_run) { ChefSpec::SoloRunner.new(platform: 'ub

expect(chef_run).to_not delete_file('/tmp/not_explici
end
end

PUPPETBOARD NoDEes Facts RepoRTS METRICS Query

54 28

with status failed with status changed unreported in the last 2 hours

216 67617 214
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Parallels with security




Lots of spreadsheets X

And lots of manual processes
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“Low performers take weeks to
conduct security reviews and
complete the changes identified.”

sssssssssssssssssssssssss




“Probably the security teams
would rather the policy docs not
be published? Or doesn’t make
sense to OSS it”

Vincent Janelle, @randomfrequency




“The only way to really ensure
software security is to put automated
security controls in the pipelines”™

Juanjo Torres, BBVA

Osonatype




Automating
security enables

faster DevOps
feedback loops

37%34%
25% i ' il
23%22% I 23% I I

Tooling > Customers > Manager/Boss 3 Broadcast email > Security team

B 2019 Mature DevOps Practices B 2019 No DevOps Practice



Mature DevOps
practices are 350%
more likely to integrate
automated security.

38%

22% I I . ] '
7% 20%
7% I I

Design / p Development » Build/ClI During Prior to release » Production p Throughout
Architecture QA / Test into production the process

MW 2019 Mature DevOps Practices B 2019 No DevOps Practice




Security automation is not new

Neither was using code to manage servers, or
automated deployments or working across silos




“Elite performers build security in and
can conduct security reviews and
complete changes in days.”

sssssssssssssssssssssssss




Security as policy management

Part of security is the definition and
iImplementation of controls




How do we get to policy as code?

By which we mean controls which are machine
readable and machine enforceable




Security tooling examples




ModSecurity

Open Source Web Application Firewall

About Code

Documentation

Demos Developers Help

ModSecurity 3.0

NOW AVAILABLE

News and Updates

Availability of ModSecurity 2.9.3
(Dec 05, 2018)

Version 2.9.3 contains fixes and new features. For
the complete list of bug fixes, check the complete
release notes. Opened issues are available here:
Issues on GitHub.

New release of ModSecurity 3.0.3

(Nov 5, 2018)

Version 3.0.3 is a stable version of the rewrite of
ModSecurity using a different architecture with many
improvements. For further information on this version
check the complete release notes.Opened issues
are available here: issues Githu

Support/Mailing lists

ModSecurity at SpiderLabs Blog

ModSecurity v3.0.3: What To Expect
(Mon, 12 Nov 2018 0 00 GMT)

At precisely 155 commits ahead of the latest
version, ModSecurity version 3.0.3 contains a
number of improvements and features to enhance
the ModSecurity experience. In this blog post, we'll
explain some of the new capabilities in the latest
release. Better..

Read more...

ModSecurity Version 3.0 Al

(Wed, 10 Jan 2018 00:00:00 GMT)

libModSecurity aka ModSecurity version 3.0 is out
there. libModSecurity starts a new era in terms of
ModSecurity extensibility. The modular architecture
provides flexibility to extend ModSecurity core with
scripting languages and from scripting languages.

ModSecurity: Web Application Firewall

Trustwave
A SpiderLabs

Rules Status

Get Code

Tweets by
ModSecurity

Cool analysis from our own
ModSecurity contributor,

ra on how to defend
from Magecart using
ModSecurity and other tricks:

Magecart - A...
This blog post



Write application firewall rules in code

# User login password
SecRule REQUEST_FILENAME "@endsWith /wp-login.php" \
"id:9002100, \
phase:2,\
pass, \
t:none, \
nolog, \
ctl:ruleRemoveTargetByTag=CRS;ARGS:pwd"



OWASP Core Rule Set

OWARSP

ModSecurity
Core Rule Set

v THE 1°" LINE OF DEFENSE

Home Blog Videos Installation FAQ Support Documentation GitHub

The OWASP ModSecurity Core Rule Set (CRS) is a set of generic attack detection rules for use with ModSecurity or compatible web application firewalls.
The CRS aims to protect web applications from a wide range of attacks, including the OWASP Top Ten, with a minimum of false alerts. The CRS provides

protection against many common attack categories, including:

SQL Injection (SQLi) HTTPoxy
Cross Site Scripting (XSS) Shellshock
Local File Inclusion (LFI) Unix/Windows Shell Injection
Remote File Inclusion (RFI) Session Fixation
PHP Code Injection Scripting/Scanner/Bot Detection
Java Code Injection New in CRS 3.1! Metadata/Error Leakages

Current version: 3.1.0 Nov 28, 2018

Latest blog posts:



Some ecosystem tooling

LI fastly / ftw ©Watch~ 27  %Star 156  YFork 39
<> Code ! Issues 12 Pull requests 0 I Projects 0 Wiki 1 Insights

Framework for Testing WAFs (FTW!)

D 314 commits ¥ 13 branches © 5 releases 42 5 contributors sfs Apache-2.0
Branch: master v New pull request Create newfile = Upload files  Find file
csjperon Merge pull request #102 from fastly/cperon/version_pins = =+ Latest commit 3c4153c on 7 Jan
[ docker Add basic TODO for docker stuff 9 months ago
| docs Fix markup while here 2 months ago
e ftw Switch to yaml.safe_load() to be on the safe side 2 months ago
il test Update test_http.py 9 months ago
i tools Add ability to override headers 9 months ago
[E) .gitignore Add Docker publish & pypi 2 years ago
B .travis.yml Remove some of the deploy targets and data 9 months ago

[E) CONTRIBUTORS.md Update contributors 9 months ago



But...

Some observations about ModSecurity

X A somewhat terse DSL
X Terse may be an understatement

v/ Some shared content, but no community sharing

X Tied to Apache, and more recently Nginx
X Rule based vs heuristic based




Inspec: compliance as code

@INSPEC TUTORIALS Docs COMMUNITY 0O GITHUB & DOWNLOAD
«CHEF

InSpec is compliance as code

Turn*your compliance, security, and other policy :
requirements into automated tests. 1

& DOWNLOAD INSPEC 3.0 [ BROWSE TUTORIALS ]

Announcing InSpec 3.0

Plugin system, global attributes, enchanced skip messaging, and more.

Show all new InSpec 3.0 features




Helpers for writing controls with rspec

control 'cis-ubuntu-1lts-5.4.4" do
impact 0.7
title 'Ensure default user umask is 027 or more restrictive'
desc 'The default umask determines the permissions of files created by users.'
describe file('/etc/bash.bashrc') do
its('content') { should match /Aumask 027/ }
end
describe file('/etc/profile') do
its('content') { should match /Aumask 027/ }
end
end



Extended for other types of policy

[l inspec / inspec-aws describe aws_eks_cluster('my-eks') do
— it { is_expected.to exist }
<> Code Issues 48 Pull requests 0 Projects 0 expect(subject status) to eq IACTIVEI
. ‘ expect(subject.subnet_counts).to be > 1
InSpec AWS Resource Pack https://www.inspec.io/
v end
inspec aws
D 211 commits ¥ 4 branches Y
describe aws_s3_bucket('test_bucket') do
Branch: master v New pull request lt { iS_eXpeC‘ted . tO eXiSt }

it { is_expected.not_to be_public }

“ r-fennell Merge pull request #64 from inspec/tmonk42/aws_iam_account_alias *

end
il _github Add CODEOWNERS, CODE_OF|
B docs/resources Merge pull request #64 from inspe
Il libraries Merge pull request #64 from inspe|
il test Update aws_iam_account_alias te]
[E) .envrc_example Checkpoint
[E) .gitignore Make Rakefile less platform specif

| ) PO B ot gy Arcroce Kove



A supermarket of shared profiles

S inspec supermarket profiles

Available profiles:

* Ansible Fashion Police

+ apache2-compliance-test-tthompson
+ Apache DISA STIG

+ Black Panther

+ chef-alfresco-inspec-mysql

+ chef-alfresco-inspec-tomcat

+ chef-client-hardening

« CIS Distribution Independent Linux Benchmark
+ CIS Docker Benchmark

* CIS Kubernetes Benchmark

+ CVE-2016-5195

+ DevSec Apache Baseline

+ DevSec Linux Baseline

+ DevSec Linux Patch Baseline



A community building content

devops + security

Overview

DevSec Hardening Framework Baselines

MySQL PosgreSQL
+/ Applications
Apache Nginx

X Operations Logging / Monitoring User Management

' Components SSH SSL Docker K8S

Windows



Easy to use without expertise

S inspec supermarket exec dev-sec/linux-baseline

x Kernel Parameter kernel.core_pattern value should match /A\/.*/
expected "|/usr/share/apport/apport %p %s %c %d %P" to match /A\/.x/
Diff:

@@ -1,2 +1,2 @@

-/M\/ . %/

+"|/usr/share/apport/apport %p %s %c %d %P"

v sysctl-32: kernel.randomize_va_space

v Kernel Parameter kernel.randomize_va_space value should eq 2
v sysctl-33: CPU No execution Flag or Kernel ExecShield

v /proc/cpuinfo Flags should include NX

Profile Summary: 25 successful controls, 28 control failures, 1 control skipped
Test Summary: 67 successful, 42 failures, 2 skipped



But...

Some observations about Inspec

- X Ruby and programming language fashion
v High-quality shared content
v’ Chef supermarket as a central repository

X No tools for non-programmers




Open Policy Agent

‘ Open Policy Agent Documentation Tutorials 0 o 0 O

Policy-based control for cloud native environments

Empower your administrators with flexible, fine-grained control across your entire stack.




Open Policy Agent allows you to
express policies in a high-level
declarative language that promotes
safe, fine-grained logic.




Prohibit changes to AWS IAM rules

terraform.analysis

input tfplan

authz = false

{

not touches_iam

}
{
all := instance_names|["aws_iam"]
count(all) > ©
}

# list of all resources of a given type
instance_names[resource_type] = all {
resource_types|resource_type]
all := [name |



Block images from other registries

admission

data.k8s.matches

[{

"id": "container-image-whitelist", # identifies type of violation

"resource": {
"kind": "pods", # identifies kind of resource
"namespace"” : namespace, # identifies namespace of resource
"name"” : name # identifies name of resource

Ny

"resolution”: {"message": msg}, # provides human-readable message to display

A

matches[["pods", namespace, name, matched_pod]]

container = matched_pod.spec.containers|[_]

not re_match("*registry.acmecorp.com/.+S$", container.image)

msg := sprintf("invalid container registry image %q", [container.image])



Test Kubernetes Helm charts

deny[msg]
input.kind = "Deployment”
not input.spec.template.spec.securityContext.runAsNonRoot = true
msg = "Containers must not run as root"

}

S helm opa CHART

Processing file deployment.yaml
Violations:

- Containers must not run as root
Processing file ingress.yaml
Processing file service.yaml

Result: Chart is not compliant



But...

Some observations about Open Policy Agent

- New

v’ Built-in tools for testing

v Widely applicable to different problems
- X Limited examples outside use with Kubernetes

- X No built-in sharing or central repository (yet)




Conclusions




Crossing the chasm

Early Market Mainstream Market

Whole Product

Solution
—

Minimum
Feature Set
-

[ ]

[ 1 1]

Innovators Early Adopters Early Majority Late Majority Laggards V““
2.5% 13.5% 34% 34% 16% y



A way to go still

O filename:inspec.ymi

Puppet manifests

Dockerfiles
Compose files

Helm Charts

1.4million ModSecurity configs 3207
1.16million Inspec profiles 1736
229,000 .rego files 361
36,000




Policy as code is a powerful idea

But we're not there yet in terms of tools and ecosystems




For tool builders

Build for community

Don’t just write code, think about enabling an ecosystem




Follow Adam and SFOSC

& SFOSC

Q Search...

SUSTAINABLE FREE AND OPEN SOURCE
COMMUNITY

Business Models Welcome! This is a place dedicated to the discussion, creation, and evolution of Sustainable Free and Open Source Communities. We are

Principles

: " organized around the development of a set of shared principles that we believe lead to healthy, sustainable open source communities.
The Boo

) Our conception of community is an expansive one — it covers developers, users, evangelists, venture capitalists — anyone who believes that
Social Contracts ) ) L o : . B L 1
software is better when it is built in a community, and that commmunities are formed because of a shared understanding between people.
In addition to the principles, we intend to publish a set of ready to use social contracts. These social contracts can be adopted by free and
open source software projects, and go in to detail the expectations of the community around: leadership, contribution, codes of conduct,

monetary investment, and more. We're still working on those. :)

If youre considering starting an open source project, and you intend to start a business around it, you might be interested in our

explanation of the various open source busir

2SS M

els. This includes why some create more sustainable communities than others.

Finally, you might want to read the book on the thought process and research that went in to the creation of SFOSC. It provides a detailed
background of the initial motivations behind the community, and the framework by which the principles were created.

Hugo




Build for sharing

Blog posts, examples, tools, talks, everything helps




Put this in your own context

Emphasise sharing, reuse and community when adopting
new tools and practices in your own organisation




LIERLE

and any questions?



