Lost in transaction?

S’rmi’eqies to deal with

(in)consistency in distributed systems m
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Once Upon a time:

try {

tx.begin();

doA();

[ IQF

tx.commit();

} catch (Exception e) {
tx.rollback();

¥

Oy simplyz

@Transactional
public void createCustomer(Customer cust) {

/] ...
}
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But there is two-phase commit (XA)!!
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Life beyond Distributed Transactions:

an Apostate’s Opinion
Position Paper

Pat Helland
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The positions expressed

personal opinions and do not n any way reflect techniques which do

the positions of my employ:

in this paper are Instead, applications are built using different
not provide the same

ABSTRACT

er Amazon.com transactional guarantees but still meet the needs
of their businesses.

This paper explores and names some of the

) . practical approaches used in the implementations
Many decades of work have been invested in the

area  of distributed transactions including

protocols such as 2pc.

approaches to quorum. These protocols provide
the application programmer a facade of global
selializabiliry. Persorm.lly._ I have invested non-

trivial portion of my career

of large-scale mission-critical applications in 3
. world which rejects distributed transactions. We
Paxos, ‘and various discuss the management of fine-grained pieces of
application data which may be repartitioned over
time as the application grows. We also discuss

the design patterns used in sending messages
as a strong advocate P

1 ! between thege rapmmtitimmatot o e
for the implementation and nce oFf mlaifai
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(tarbucks do; m’r ;e two phase com‘w‘\i’r

https://www.enterpriseintegrationpatterns.com/ramblings/18_starbucks.html
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That means
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Keo'uiremem’r: lo\empo’remcy of services!
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Rec,uivemem’r: lo\empo’femcy of services!
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S’rm’regy: retry

/ has fo be idempotent
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It is impossible to
dif{erentiate certain

{ailwe (CENAYIOS:

Independant of

communication s'lyle!
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(ome communication challemges
require state.




S’rm’fegy: {tateful retry

~ T~ ~ T~

! Cred S
J
-~



S’rm’fegy: {tateful retry

~ T~ ~ T~

TN
[ 4 Payment I_>I Credit J
~

Make sure it is
not <hargeo\!






Bernd Ruecker

(o-founder and
Chief Technoloqis{’ o}

(amunda

bernd.ruecker@camunda.com A H H
@berndruecker s one s




Let’s use a liqh{'weiqh’r 0§§ work{low engine for this:

% camunda

Workflow and Decision Automation Platform

Open source platform for workflow and decision
automation that brings business users and software
developers together.

Learn more

Execure

Never fear Busin ment again
bies in an editor that both busir ess ol e t ar d with es ! as you will loy
nd developers love to 0 i




Stateful retry
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Stateful retry:
e.g. 10 times,

delay 15 min.
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Stateful retry & cleanup
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https://github.com/flowing/flowing-retail/tree/master/rest

Embedded Engine Example (Java)
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Eprihq Boot Eprihq Boot

https://blog.bernd-ruecker.com/architecture-options-to-run-a-workflow-engine-6¢2419902d91
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Remote Engine Example (Polyglot)

(amunda (arunda

https://blog.bernd-ruecker.com/architecture-options-to-run-a-workflow-engine-6¢2419902d91
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A relatively common pattern

0 Kafka / Rabbit
. Receive 3. Send
7 ACK rejponse
4. Send additional events

Service

(e.g. Go) P : __ _ __
i Lo © ©

. . 3 Do Send Emit further
2. Business Lqu 4 business logic response events

' Message Message

received processed
RDMS k. , _ , , - , _




,(an this handle 15k
Veques’rs per second?”



by Camunda

Workflow Instances Started / Second
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PatHelland's Weblog

Memories, Guesses, ang Apologies

Pat Helland

Well, here | am blogging on the bus with my newly installed Windows Live Writerlll

This blog is a text version of a five minute "Gong Show" presentation | did at CIDR (Conference on

Innovative
Database Research) on Jan 8,2007.

: ies- -and-apologies/
https://blogs.msdn.microsoft.com/pathelland/2007/05/15/memories-guesses-and-apolog
ps: : : : |



https://blogs.msdn.microsoft.com/pathelland/2007/05/15/memories-guesses-and-apologies/

(ompensation — the classical example
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2 alterntive approaches: choreography & orchestration




Event-driven choreogmphg
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Event-driven choreogmphg
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The danger is that it's very easy fo make
nicely decoupled systems with event
notification, without realizing that you're
loging Sight of that larger-scale tHow, and
thus set yourself up for trouble in future

9ea¥$-

https://martinfowler.com/articles/201701-event-driven.html
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The danger is that it's very easy to make
nicely decoupled systems with event
notification, without realizing that you're
losing Sight of that larger-scale fHow, and
thus set yourself up for trouble in future
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https://martinfowler.com/articles/201701-event-driven.html
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The danger is that it's very easy to make
nicely decoupled systems with event
notification, without realizing that you're
loging Sight of that larger-scale tHow, and
thus set yourself up for trouble in future
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If your transaction involves 2 to 4 steps,
(koveoqmphy migh‘l’ be a very qooo\ {i’r.

However, this approach can rapidly become confusing
RS if you keep adding extra steps in your transaction
Denis Rosa as it i§ ditficult fo track which services listen to
which events. Moreover, it also might add a cyclic
dependency between services as they have to
subscribe to one another’s events.

https://blog.couchbase.com/saga-pattern-implement-business-transactions-using-microservices-part/
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lmplemen’ring ckamges in the process
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orchestration
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You have to ao\jud’ one Service and mo\eploy only this one!
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The workflow is part of the service
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The workflow is part of the service

@ ke o

Reserve car Book hotel Book flight

Cancel car EELRLD Cancel hotel

<« <«




@ Modular Services
ox, TR 25

Tt

—QL_ Only Flight

Flight Booking &
Booking o foeasect..

Feral Concurrency
Control Mechanisms

Caitie McCaffrey | @caitie
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Clemens Vasters
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BPMN

Business Process
Model and Notation

IS0 Standard




Living documentation for long-running behaviour

complete?

. LIVING
. DOCUMENTATION

Gamo Asc

i _|':;l [Ty L WEEES
Restore former cu 9y 1
customer credit d s ; \
X (N

Payment failed
SPECIFICATION
BY EXAMPLE

How successhol teams deliver the right softwace




Use existing
customer credit

Payment required

Restore former
customer credit

<«

Payment

complete?

@

Charge credit
card

Payment received

Credit card
expired

EI Wait for

Two weeks

Payment failed




Does nothing in
this demo!

Deduct existing)
customer credit

Restore
customer credit

<«

%2 Camunda COCkpit Processes Decisions Cases Human Tasks

Dashboard » Processes » paymentV5 : Runtime | History

Definition Version:
Do
Version Tag:
Definition ID:
paymentys:2
Definition Key:
paymentvs
Definition Name:
null Payment retrieval
History Time To Live: requested
null

Tenant ID:

Always this way
in the demo!

@

y Charge credit
N card

Payment
complete?

)\
meAT)
Credit card P31 --J:c

charged

Credit card

failed
%’\ customer to

update credit
card

More -

e

Deduct existing
customer credit

= Wait for
customer to
update credit
card

Payment failed

Payment
complete?

ons

Modify

@

Charge credit

Start Time
5T10:40:59

0:40:18

2 Demo Demo

Payment received

Business Key

-

camunda BPM / v




faga with AWS Step Functions

i BookHotel |

https://theburningmonk.com/2017/07/applying-the-
saga-pattern-with-aws-lambda-and-step-functions/
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Thoughts on the state machine | work{low engine market
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(tack Vendors,

Pure Play BPMS
Low (ode Platforms

PEGA, IBM, SAG, ...

Homegrown {mmewovks

to scratch an itch
Vber, Netflix, AirBnb, ING, ...

(amunda, Zeebe, JBPM,
Activiti, Mistral, ...
of§ Workflow or Integration Frameworks
orchestration Engines
Apache (amel,
Balerina, ..
Data
(loud O{-{-evinqs Pipelines
Apache Airflow,
§pring Data Flow, ...

AWS Step Functions,

Azure Durable Functions, ...



Does it support stateful operations?
{Does it support the necessary How logic?
BVN‘N Does it support BizDevops?

Does it scale?



My personal pro-tip for a shortlist ;-)

(amunda & Zeebe



Recap

* Grown ups don't use distributed transactions
but eventual consistency
* Idempotency i§ super important in distributed systems
* fome consistency challenges require state
* Know Some Strategies
* Stateful retry & cleanup
* faga /' (ompensation
* Apologies



Thank you! —




Contact: mail@berndruecker.io
@berndruecker

Slides:  https://berndruecker.io

Blog: https://medium.com/berndruecker

Code: https://github.com/berndruecker

https://www.infoworld.com/article/3254777/
I-nfowo-r'ld application-development/
3-common-pitfalls-of-microservices-

integrationand-how-to-avoid-them.html

v https://www.infog.com/articles/events-
n O 5 workflow-automation

https://thenewstack.io/5-workflow-automation-
THENEWSTACK use-cases-you-might-not-have-considered/
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