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WHY SHOULD I CARE ABOUT 
ETHICS?



ALL COMPANIES NEED ETHICS

• Ensuring market acceptability (and prevent media backlash)
• Happy employees
• Loyal customers
• Longer term profits 
• Making the world a better place for all
• Being able to sleep at night



GENERAL ISSUES WE NEED TO 
ADDRESS

• Tech has long been seen as a “Wild West” frontier
• Not particularly regulated
• Practitioners not needing to be certified (unlike 

doctors/lawyers/architects/engineers)
• Increasing reliance on computing technology
• Increasing dissatisfaction with technology “giants” and profit-driven tech
• Policy vacuums 
• Many unknowns



UHOH, REGULATION



ETHICS IS HIP AGAIN



THE BIG QUESTIONS

• Should the IT industry be more heavily regulated? 
• Should IT practitioners require certification? 
• Why are all these groups reinventing the ethics wheel?

• How can we design, develop, and deploy our technology responsibly? 



RESPONSIBLE INNOVATION

• An umbrella term for:
• Ethics
• Sustainability
• Diversity
• Open access
• Public engagement
• Science education

• Anticipation: what might happen in the future with 
our tech? What social/environmental impacts might 
our tech have? Use: foresight exercises; misuse cases; 
“design for evil”; looking beyond the intended use

• Reflection: what is our purpose and motivation for 
developing the tech? What ethical impacts might our 
tech have? What don’t we usually think about? Use 
of: standards, codes of ethics, etc.

• Engagement: How socially acceptable is the tech? 
Use of co-creation, user feedback, broader diversity 
initiatives, dialogues with all stakeholders

• Action: how does our workplace support us to be 
responsible? Look at: HR practice, workflow, project 
management, decision making, funding



ASSOCIATION OF COMPUTING 
MACHINERY

• Professional organisation for computing professionals
• >100,000 members
• All kinds of “computing professionals”

“We see a world where computing 
helps solve tomorrow’s problems –
where we use our knowledge and 
skills to advance the profession and 
make a positive impact.”

- acm.org front page





BACK IN 1992…

The profession was particularly concerned about
• systems that were physically huge (no cloud!) so physical security
• infrastructure (ok still similar issues)
• data (also similar)
• copyright (no subscription or streaming services or app stores)
• contracts and laws (still important)
• requirements analysis (ok we still do this!)
• continuing professional development (education and training)
• Privacy, dignity, autonomy, trustworthiness, honesty, discrimination, 

confidentiality (classic ethical issues)



BUT IT WAS 
VERY 

DATED…

Physical security 
no longer the 
most pressing 

issue

Copyright and 
intellectual 

property rights 
are now far 

more complex 

Data privacy is 
more complex

Anti-
discrimination 
aspect was 

missing a lot of 
modern detail

It mentioned 
“computer 
viruses” and 

other 90s jargon 

Had an 
overbearing 
feel and was 

very ACM-
specific

It really just 
needed to be 

updated to suit 
modern uses and 

abuses of 
computing

(also the 
enforcement 

policy was unfit 
for purpose)



SO WHAT DID WE DO? 
• Three drafts, with public, expert, and ACM 

member input 
• Including a discussion forum (draft 2) and 

survey sent to all 100,000 members (draft 3)
• Anyone who has done qualitative data 

analysis will know how hard it is to analyse 
roughly 5,000x27 short answer qualitative 
responses 

• Spent weekends in Chicago taking the 
feedback and creating new drafts

Left to right: Marty Wolf, Keith Miller,
Don Gotterbarn, Bo Brinkman (and me 
taking the photo!)



SOME MAJOR CHANGES: 
COPYRIGHT

• 1992: Honor property rights including 
copyrights and patents.

• 2018: 1.5 Respect the work required 
to produce new ideas, inventions, 
creative works, and computing 
artifacts. 

• Also suggests open access & open 
source contributions, and 
protecting work put into the public 
domain



SOCIAL MEDIA, APP STORES, UBER, 
ETC.

• 1992 
• (*tumbleweed*)

• 2018: 3.7 Recognize and take special 
care of systems that become 
integrated into the infrastructure of 
society.

• “Part of that stewardship requires 
establishing policies for fair system 
access, including for those who may 
have been excluded. ”



PARAMOUNT CONCERN

• 1992 2.1 Strive to achieve the 
highest quality, effectiveness and 
dignity in both the process and 
products of professional work.

Excellence is perhaps the most 
important obligation of a 
professional.

• 2018 3.1 Ensure that the public 
good is the central concern during 
all professional computing work.



PROFESSIONALS SHOULD REFLECT ON 
ETHICAL CHALLENGES, NOT JUST 

COMPETENCE
• 1992 2.2 Acquire and maintain 

professional competence.

• “A professional must participate in 
setting standards for appropriate 
levels of competence, and strive to 
achieve those standards.”

• (basically *tumbleweed*)

• 2018 2.2 Maintain high standards of 
professional competence, conduct, 
and ethical practice.

• “Professional competence starts 
with technical knowledge and with 
awareness of the social context in 
which their work may be deployed. 
Professional competence also 
requires skill in communication, in 
reflective analysis, and in 
recognizing and navigating ethical 
challenges.”



USING THE CODE

• The ACM Code of Ethics is an excellent tool for reflection
• It needs to be used holistically, not just read once and job done
• Any technology, dilemma, major decision, method, etc. can be 

carefully considered alongside the Code.

• If you are an ACM member you have agreed to abide by the Code



DIVERSITY

• How to deal with diversity? 
• 1.4 Be fair and take action not to 

discriminate
• 2.2 Maintain high standards of 

professional competence, conduct, 
and ethical practice

• 2.7 Foster public awareness and 
understanding of computing, 
related technologies, and their 
consequences.Microsoft gender/ethnicity breakdown, 2016



DATA ANALYTICS AND MACHINE 
LEARNING

• 1.4 Be fair and take action not to discriminate
• 1.6 Respect privacy
• 1.7 Honour confidentiality
• 2.1 Strive to achieve high quality in both the 

processes and products of professional work
• 2.5 Give comprehensive and thorough 

evaluations of computer systems and their 
impacts, including analysis of possible risks.

• 3.1 Ensure that the public good is the central 
concern…



TECH FOR VULNERABLE PEOPLE

• 1.2 Avoid harm
• 1.3 Be honest and trustworthy
• 2.7 Foster public awareness and 

understanding of computing, 
related technologies & their 
consequences

• 2.9 Design and implement systems 
that are robustly and usably secure



TAKE HOME MESSAGE: 
RESPONSIBLE INNOVATION

• We can anticipate the impacts of the technologies we create
• Thinking beyond the opportunities that arise and looking at longer term social 

and ethical impacts
• We can reflect on the ethical issues that arise from the technologies

• Using efforts such as the ACM Code of Ethics, technology assessment, value-
sensitive design to guide your work

• We can engage with those likely to be affected by the technologies
• Not just those who will pay for it directly, e.g. power users or shareholders

• We can ensure we act on these by having good business processes in place 
that promote ethical thinking
• E.g. Responsible Innovation practices, codes of practice, value statements



MORE INFORMATION
• ACM Code of Ethics & Committee on Professional Ethics site: 

https://ethics.acm.org

• Responsible Innovation Compass beta test https://innovation-
compass.eu/self-check/

• Virtual Summit on responsible innovation in Smart Homes and 
Smart Health: https://www.living-innovation.net

• All of my stuff (research, other weird things) is at 
https://www.liedra.net

• I’m on Twitter @CatherineFlick, COPE is on Twitter @ACM_Ethics

https://ethics.acm.org/
https://innovation-compass.eu/self-check/
https://www.living-innovation.net/
https://www.liedra.net/

