


How a resilient banking system failed
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So how do we confidently create resilient systems?
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1. Failure domains

2. Fault isolation
boundaries

3. Testing with chaos
experiments
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Failure domain of an
AWS Service







Failure-oriented Patterns

Client

* Set timeouts

e Retries with backoff
* Add jitter
* Add retry limit

e Circuit breakers

Service
* Rate limit

* Load shedding




Failure-oriented Patterns
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Limiting impact of failures with cells
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From System to Cell




Cell-based Architecture



AWS Regions & Availability Zones (AZs)

AWS Regions are physical locations around the world with data center clusters

26 AWS Regions World-Wide Each AWS Region has multiple AZs Each AZ s one or more
discrete Data Centers

Tramit

Data corvter Duth corter

Darta corter

Data centers, each with
redundant power, networking,
and connectivity,
Announced Regions housed in separate facilities.

. A Region is a physical
AWS Regions location in the world

AWS Regions Image copyright Amazon Web Services



Fault isolation for
our system






Do not try this in Production






e Zonal failure

e Centralized dependency

* Service dependency




Initial Tests: Zonal Resources

* Singular resource in an architecture (virtual machine, block device)

Terminate a virtual machine

S aws ec2?2 terminate-instances —--instance-ids 1i-1234567890abcdef0

Initiate a failover

S aws rds reboot-db-instance \

--db-instance-identifier my-db-identifier \
-—-force-failover




Initial Tests: Availability Zone

* Block all network traffic into / out of an availability zone

Create a new NACL, storing the ID for the new NACL
NEW NACL ID=$ (aws ec2 create-network-acl --vpc-id $VPC ID \
—-—query NetworkAcl.NetworkAclId --output text)

Attach 2 rules to the new NACL that deny ingress and egress traffic
aws ec2 create-network-acl-entry --network-acl-id SNEW NACL ID \
--rule-number 100 --cidr-block "0.0.0.0/0" --egress —--protocol all \
-—-port-range From=0,To=65535 --rule-action deny

aws ec2 create-network-acl-entry --network-acl-id SNEW NACL ID \
--rule-number 101 --cidr-block "0.0.0.0/0" --ingress --protocol all \
-—-port-range From=0,To=65535 --rule-action deny




Initial Tests: Regional Service

* Deny access to the service

Define the policy document
cat >/tmp/deny-lambda.json <<EOF

"Version": "2012-10-17",
"Statement": |

{
"Effect": "Deny",

"Action": [
"lambda:*"

POLICY ARN=S$ (aws iam \
create-policy \

—--policy-name DenyLambda \
--policy-document \
file:///tmp/deny-lambda.json \
-—-query 'Policy.Arn')

1,

"Resource": "*"







Chaos Engineering Tooling

AWS Fault Injection Simulator The Chaos Toolkit

* Serverless o™ * An open API to chaos

* Experiment templates <H o engineering

e Fault documents = * Open source extensions for
* Infrastructure/platform fault

* Integrated with Amazon
CloudWatch

injections
e Application fault injections
* Observability

* |Integrates easily into CI/CD
pipelines
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) - Learnings:

w T Kophcacnrutance2 Socoreuy hwasce e Centralized dependency

* Service dependency




Wrap Up

* Nature of failure (binary vs gray failure)

* This is only an initial set of tests

* |dentify your failure domains and fault isolation boundaries
* Test your fault isolation boundaries

O jason_barto



