
How to Prevent 
Catastrophic Failure in 
Production ML Systems 

Martin Goodson  
Chief Scientist/CEO (Evolution AI) 



Who am I?



Four types of data 
leakage



Data leakage: when a 
machine learning model 
uses information that it 
shouldn’t have access too



1. Leaking test data 
into training data



http://www.dailymail.co.uk/sciencetech/article-5559683/
Incredible-atlas-reveals-speed-people-moving-urban-
areas.html

https://www.independent.co.uk/news/science/spacex-
crew-dragon-iss-docking-capsule-space-station-
a8805381.html

https://www.independent.co.uk/news/health/ovarian-
cancer-new-blood-test-rare-tumours-biophysical-society-
a8803186.html

Article Topic Classifier

Health

Science



Class Test Precision Test Recall 

Technology 0.97 0.99

News 0.85 0.81

Showbiz 0.82 0.80

Sport 0.72 0.74

Article Topic Classifier

AMAZING 
PERFORMANCE!



http://www.dailymail.co.uk/sciencetech/
article-5559683/Incredible-atlas-reveals-speed-
people-moving-urban-areas.html

http://www.dailymail.co.uk/sciencetech/
article-5572947/Stunning-satellite-images-
reveal-planets-largest-cities-mesmerising-
detail.html



http://www.dailymail.co.uk/sciencetech/
article-5559683/Incredible-atlas-reveals-speed-
people-moving-urban-areas.html

http://www.dailymail.co.uk/sciencetech/
article-5572947/Stunning-satellite-images-
reveal-planets-largest-cities-mesmerising-
detail.html



http://www.dailymail.co.uk/sciencetech/
article-5559683/Incredible-atlas-reveals-speed-
people-moving-urban-areas.html

http://www.dailymail.co.uk/sciencetech/
article-5572947/Stunning-satellite-images-
reveal-planets-largest-cities-mesmerising-
detail.html

Training Data

Test Data



Class Test Precision Test Recall 

Technology 0.55 0.51

News 0.65 0.62

Showbiz 0.62 0.62

Sport 0.68 0.69

After segregating on publisher



CIFAR image data base

Bjorn Barz & Joachim Denzler. 2019



2. Leaking data 
temporally into 
training data



‘PROSSURG’



‘PROstate SURGery’

https://www.kaggle.com/wiki/Leakage/history/21889



3. Leaking 
predictions into 
training data: 
feedback loops



Lum & Isaac, 2016









[In 2016] the Mesa Police Department in Maricopa County 
entered a three-year contract with the predictive policing 
software company, PredPol, which required the police 
department to provide local crime data.  

In 2011, the Department of Justice [documented Maricopa 
County Sheriff’s Office’s] pattern of discriminatory behavior 
between 2007 and 2011, including discriminatory policing 
against Latino residents; unlawful stops and arrests… 

…police data reflected the department’s unlawful and 
racially biased practices.  

Richardson et al 2019



4. Leaking labels 
into training input 
data



Natural language inference



Natural language inference

Premise: A man inspects the uniform of a figure in some 
East Asian country. 
Hypothesis: The man is sleeping. 
Label: contradiction 



Natural language inference

Gururangan et al. 2018



Natural language inference



How widespread is 
this problem?







‘… none of the evaluations in 
these many works is valid to 
produce conclusions with 
respect to recognizing genre…’ 
Sturm, 2013



A recent example that 
caused me some 
problems













How can you be 
sure you got any of 
this right?



1. Understand the 
decision-making 
basis of your model



Feature Coefficient

PROSSURG 0.983

PSA _NGML 0.003

PCA3 _NGML 0.005



Das et al. 2017



Explainability in NLP



2. Test in a real-world 
setting as early as 
possible 
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