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Let’s start with a story
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What's the worst thing that
could happen??
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The time we accidentally DOS attacked |l by hammering
the purging service #165

GlynnPhillips opened this issue on Feb 15, 2018 - 0 comments

FT
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The one where weé lost the ft.com domain #21 )
efinlay24 opened this issue on Jan 23 - 1 comment
h {/__—————' [p——
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_ W Listof Frisnce optsodes = Wk %

& cC 0 & https://en.wikipedia.org/wiki/List_of_Friends_episodes#Season_1_(1994-95)

Season 1 (1994-95) |[edit]
Main article: Friends (season 1)

No. No. in
overall | season

1 1 ‘
2 2
3 3

4 4
5 5

6 6
7 7

8 8
9 9
10 10
1 1
12 12
13 13
14 14
15 15
16 16
17 17
18 18
19 19
20 20
21 21

22 22
#qcornu- UV TT VIV VIV U v UL

"The Pilot'(@]

"The One with the Sonogram at the End"
"The One with the Thumb"

"The One with George Stephanopoulos”

"The One with the East German Laundry
Detergent"

"The One with the Butt"

"The One with the Blackout"

"The One Where Nana Dies Twice"
"The One Where Underdog Gets Away"
"The One with the Monkey"

"The One with Mrs. Bing"

"The One with the Dozen Lasagnas"

"The One with the Boobies"

"The One with the Candy Hearts"

"The One with the Stoned Guy"

"The One with Two Parts: Part 1"

"The One with Two Parts: Part 2"

"The One with All the Poker"

"The One Where the Monkey Gets Away"
"The One with the Evil Orthodontist"
"The One with the Fake Monica"

"The One with the Ick Factor"
IUNpUULLU

‘ Directed by

James Burrows
James Burrows
James Burrows

James Burrows
Pamela Fryman

Arlene Sanford
James Burrows
James Burrows
James Burrows
Peter Bonerz

James Burrows
Paul Lazarus

Alan Myerson
James Burrows
Alan Myerson
Michael Lembeck
Michael Lembeck
James Burrows
Peter Bonerz
Peter Bonerz
Gail Mancuso

Robby Benson

Written by

David Crane & Marta Kauffman
David Crane & Marta Kauffman
Jeffrey Astrof & Mike Sikowitz

Alexa Junge
Jeff Greenstein & Jeff Strauss

Adam Chase & Ira Ungerleider
Jeffrey Astrof & Mike Sikowitz
Marta Kauffman & David Crane
Jeff Greenstein & Jeff Strauss
Adam Chase & Ira Ungerleider

Alexa Junge

Jeffrey Astrof & Mike Sikowitz & Adam Chase &

Ira Ungerleider
Alexa Junge
Bill Lawrence
Jeff Greenstein & Jeff Strauss
Marta Kauffman & David Crane
Marta Kauffman & David Crane
Jeffrey Astrof & Mike Sikowitz
Jeffrey Astrof & Mike Sikowitz
Doty Abrams
Adam Chase & Ira Ungerleider

Alexa Junge

B %9
Prod.
Original air date ‘ T
September 22, 1994 | 456650
September 29, 1994 | 456652
October 6, 1994 456651
October 13, 1994 456654
October 20, 1994 456653
October 27, 1994 456655
November 3, 1994 | 456656
November 10, 1994 | 456657 ‘
November 17, 1994 | 456659
December 15, 1994 | 456661 ‘
January 5, 1995 456660
January 12, 1995 456658
January 19, 1995 456664 ‘
February 9, 1995 456667
February 16, 1995 456663
February 23, 1995 | 456665A
February 23, 1995 | 4566658
March 2, 1995 456662
March 9, 1995 456668 ‘
April 6, 1995 456669
April 27, 1995 456671 ‘
May 4, 1995 456670

US viewers
(millions)

21.50
20.21%
19.5031
19.70

18.6[31

18.20%
23.5(3]
21.108]
23.10
19.91
26.6l4

24,04

25.814
23.814
24,814
26.114]
30.514
30.414
29.45]
30.005!
28.415
29.915]
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Error 503 first byte timeout
first byte timeout

Guru Mediation:
Details: cache-lon4267-LON 1579645258
862376533

Varnish cache server

that's just adding your email

FT



? Alice Bartlett @& 22:06
8 sam if you happen to see this - there's a reeeeeal I of an incident happening

FT
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The FT.com zone was
mIssing
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$ host www.ft.com
Host www.ft.com not found: 3(NXDOMAIN)

FT
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FT.com has over 5,100
subdomains ¢
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This impacted the whole
company
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Account Overview X +

(0NN 9

Search: Q en erm Managed DNS v & samuel.parkinson@ft.com v

Overview Manage DNS Add-Ons Manage Account View Reports Support

Account at a Glance

I /- 2o DNS platform version 5.2.... - Thu, 30 Jan 2020 2000 +0000

Reports
Zones - 218 total Create Zone
Name Type Status
_ Primary = Manage
ft.com Primary [l ] Manage
Primary = Manage
Primary vy~ ] Manage
Primary ]~ ] Manage
Primary = Manage
Primary ) ] Manage
Primary (]~ ] Manage
Primary % Manage
Primary -2 Manage

These are the 10 most recently modified zones. View All Zones

Customer Account Info

Organization Name: Financial Times
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Manage DNS Add-Ons

Create Zone

ft.com|
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No Zones Found
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We have never prepared
for such an incident
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It's a classic data loss
situation
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‘ Financial Times + /) #inc-http-ft-com-ft-com-zone-... .
Search .
® Samuel Parkinson v | & 59 | % 34 | Network issues possibly d... % @ {é} ‘Q ’ @ * .
Tuesday, 21 January
° Za Jump to... S D | = Rob Godfrey 21:11
% @rsd | think | have a zone dump from mid-december (edited)
Chanaets ® Actually its from October 4th 2019
W # globetrotter ft.com.zonefile (2).txt
# dns-management 1 $ORIGIN ft.com.
# engineering 2 @ 14400 SOA nsl.pZ3.dynect.net. (
JT . 3 ostmaster.ft.com ; address of
# inc-http-ft-com-ft-com-z... _ P = EhaCOM. ’
, e responsible party
1 + l # sourcing-jam 4 2019101672 . serial
# acquisition number
# newsletters2premium ) - T j mefhesh
# technology-proposals
# reliability-eng Message #inc-http-ft-com-ft-com-zone-missing
# snapshot-meeting
# ip-people-tech 0 @ ©
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Our provider had a partial
backup
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But critical records we
used for DNS load
balancing were missing

e

v
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About 10 people worked
to resolve the incident
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And over 30 people were
online to follow along
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Most were not called, but
still volunteered their time

#qconlondon #prepfortheunexpected

FT



FT.com (UK Home Page)

type: HTTP, host: www.ft.com

sec Max: 559 ms, Min: 322 ms, Avg: 391 ms

0,8

0,5

0,3

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

[l Response time Il Uptime [l Downtime [l Unknown
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The first hour was a total outage.
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Lack of panic in the
moment
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It was a slick operation
and we recovered
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It took restoring from a
backup and manual entry
to get there
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We were focused on
recovery, not what
happened
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People were joining the
iIncident to learn
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@® Samuel Parkinson w| &59 | % 34 | Net..

Financial Times + ) #inc-http-ft-com... & @O & | Q Search

\ ° Za Jump to... < ”‘ Rhys Evans i 00:09
\Z\Jg ﬁ go team

Channels ®
globetrotter

+H:

H

dns-management

—
—
1

engineering

# inc-http-ft-com-ft-com-z...
+ # sourcing-jam

# acquisition

# newsletters2premium

# technology-proposals

# reliability-eng

# snapshot-meeting 6 @2 ™3 3 §2 @

# ip-people-tech

# announcements

Wednesday, 22 January T Q o v
Posted using /giphy (2 MB) »
# accessibility l“~/’r;-5‘;.,—1f.—;t; #inc-http-ft-com-ft-com-zone-missing
0 B I & < @ i= iz = M A @ ©

More unread messages
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Financial Times ~ [ #inc-http-ft-com-ft-c... .
Searct
& Samuel Parkinson w | 859 | % 34 | Network is... S @ @ S search @ ﬂ?
- - Thursday, 23 January
Za Jump to... <
\\g. a K Euan Finlay 15:47
A Channels O) 2% @here - as a thank you for everyone's help the other night, _
# globetrotter has magically appeared with a huge quantity of brownies, gingerbread people

and vegan chocolate cupcakes
# dns-management g P 8

they are currently located on the lower ground floor in the O&R area

# engineering
JT : LE (edited)
# inc-http-ft-com-ft-com-z... -
IMG_20200123_154408.jpg v

H

sourcing-jam

A # acquisition

H

technology-proposals

H:

newsletters2premium

H:

reliability-eng

4

snapshot-meeting

# ip-people-tech

H

accessibility

wi @

+H

announcements

h’fl.‘é&«&f--’,t #inc-http-ft-com-ft-com-zone-missing

14

customer-products-incid...

# inter-team-comms 0 B I S < @ i= i= = N Aa @ ©

H

n-messaging-upgrade-pl...
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This IS where we are
today
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Financial Times

c @

FTSE100 | +0.57%

e+
© & https://www.ft.com

S&P500 (+092%)

Euro/Dollar | -0.33% |

Brent Crude Oil | +3.85

Visit Markets Data

#qcor

= Q

FINANCIAL TIMES

HOME WORLD US COMPANIES TECH MARKETS GRAPHICS OPINION WORK & CAREERS LIFE & ARTS HOW TO SPEND IT

fastF'T

https://www.ft.com
nvi iVl 1 TrrJl \l.-ll

Linkedin chief executive Jeff Weiner to step

aside 17M AGO

Coronavirus

China energy
groups braced
for 25% fall in

domestic oil
demand

Refineries expect coronavirus to trigger
drop in national consumption
equivalent to 3% of global need
@ NEW 29 MINUTES AGO

US Treasury provides details of plans to
revive 20-year bond 2H AGO

US stocks flirt with record highs 3H AGO

e Coronavirus latest: World Health Organization plays down

treatment hopes

e Chinese county ‘locked down’ over new coronavirus fears

e Coronavirus: Hong Kong imposes quarantine on mainland

China arrivals

4
&L Vanguard

myFT

Portfolio Account Settings

GM forecasts flat earnings for 2020 3H AGO

® LIVE
Coronavirus

Coronavirus
latest: World
Health
Organization
plays down
tfreatment hopes

Reports of a
breakthrough boost
stocks and commodities

SIEMENS (¢ SIEMENS

Feedback

—



09.45 Mon Sept 23

FINANCIAL TIMES

Monday 25 September - Live Edition

Juncker would pot m

- o thirg :
fastFT | peat quarterly retums iy pafredx Buiriss 2 leading the ECB 25 AGO

US foreign policy

US takes tough line

with UK during post-
A Lunch with the FT
Brexit trade talks —
— Roger Federer:
“You cannot be

alone at the top’

Search

Your account

Premium Subscriber

World Equity valuation
Zuma says allegations  Alan Turing to be The incredible

myFT t are part of conspiracy  the new face of the shrinking stock
Former South African £50 note market

leader festifies before Computer scientist who

Notifications

fastFT Financials

3 2 A judicial inquiry into was key to breaking the private is symbolic of a
The engineering behind government graft Enigma code is o be radical shift n capital
celebrated markets

ficmebos SoftBank’s Wirecard bet

UK Japanese tech group is buying convertible bond that

3HOUR 5HOURS AGO
can be repaid in stock
Brexit

]

« NEW 25 MINUTES AGO

The FT View The Big Read

World LY The axis of European

¢ o News illiberalism Investment
ompanies .
that threatens Bank: the EU's
Sovereign bonds i o
Tech Space Exploration Technologies Corp Europe hidden giant

SpaceX launches 60 internet satellites
into orbit

Markets

B C Updated 945 AM e X

Starlink mission aims to create high-speed

= wFT Q C Updated 245 AM

<

#qconlondon #prepfortheunexpected



Photo by Victor Garcia on Unsplash
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0. How do we do on-call?

1. Our incident management
challenges

2. Making out-of-hours sustainable
3. The results and takeaways
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0. How do we do on-call?

1. Our incident management
challenges

2. Making out-of-hours sustainable
3. The results and takeaways
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Internal

Products Enterprise
Services

Customer

Products Operations

& Reliability

FT Group
Products
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We are
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45 engineers and counting
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And we own about
180 systems
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System ownership 7

Team: Next

General information Delivers systems ) AWS AccountNext:Prad -

— AWS Account Video Prod [[Biohzel

Place in the FT Alphaville [[Bienzel]
System ownership Ammit -

Customer Products Internal Site [Jifonzel] ~Preproduction
Customer Products Tako -
Enterprise Tools -
FT Alphaville ES Interface Service -
FT Alphaville Marketslive service - Preproduction
FT Audio Trigger |[Bionzel
FT.com Platinum
FT.com Article Page Platinum
FT.com Article Preview _
FT.com Elasticsearch Interface = Platinum
FT.com Error Pages Platinum
FT.com Fastly to Graphite _
FT.com Flags API (Write) |[Efonzel
FT.com Live Event APl  Platinum
FT.com Preflight ~ Platinum
FT.com Router Platinum

FT.com Service Registry = Platinum
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Split into 9 teams
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#qconlondon
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Platforms
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Operations monitor our
entire estate 24/7
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Our systems are a
drop In the pond
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You build it, you run it
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Supporting our systems
out-of-hours
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This Is our approach to
DevOps
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We're putting on our
iIncident management hat
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How do we do support
out-of-hours?
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Our engineers volunteer to
be part of the out-of-hours
team
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We don’t have shifts
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We don’ -
e O Alfredo Quilet...
03:51 19 Oct
reached voicemail, no msg left
e on my phone
i

#qconlondon #prepfortheunexpected

FT



Which means, we could all
be unavailable
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What do we care about?
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We're talking about our
business capabillities
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Untracked capabilities
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What is an incident at the
FT7
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Customer Products has
two really important
business capabillities
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1. Our users can always
read the news
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2. Journalists must be able
to publish the news
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If either of these go wrong
we declare an incident
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. How do we do on-call?

. Our incident management
challenges

. Making out-of-hours sustainable
. The results and takeaways FT



What were our challenges?
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We were not immediately
productive on call —
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IWe were not immediately productive on call

We had an
engineering mindset In
an operations situation
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IWe were not immediately productive on call

Because we don't
have any SRE or
DevOps specialists
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| always start with the
Impact and the
comms, they kinda
jump in at the Tech.
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IWe were not immediately productive on call

Our incident
management process
wasn't second nature
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We had very few incidents
in the first half of the year
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© The one where myFT emails stopped sending B miaitiamid [sul ]
#234 opened on Mar 20, 2019 by alexandercurtis

© The second one where myFT went down because GrapheneDB fell over 31

type-incident-report

#233 opened on Mar 20, 2019 by alexandercurtis

@© The one where Elasticsearch wasn't happy during Brexit

system-google-amp m system-next-front-page | system-next-search-page
type-incident-report

#232 opened on Mar 13, 2019 by sjparkinson 10f 2

= @ The one where there was no popularContent [ s e O B L s

#230 opened on Feb 21, 2019 by remybach 0of1

© The one where the video page was sorry
#229 opened on Feb 12, 2019 by CourtneyLO

® The one where someone reaaally wanted to access US articles [ umi iy 12
typs lent-report
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And we were down to 5
people on the out-of-hours
support team

#qconlondon #prepfortheunexpected

FT



So we needed to make
out-of-hours team
sustainable

#qconlondon #prepfortheunexpected

FT



0. How do we do on-call?
1. Our incident management challenges

2. Making out-of-hours
sustainable

3. The results and takeaways FT



We surveyed engineers
about helping out during
an incident
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There were many people
on the fence
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Are you interested in joining the our of hours rota?
16 responses

Tr
on

@ Yes

® No
@ Maybe
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And they told us why
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| will need much more
confidence in systems
and domains
knowledge.
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If | were to have a better
understanding of how it
works and what | would
need to do, | would very
likely join.

FT
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We set out to convince
people to join our
out-of-hours team
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We built and ran incident
workshops
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SO our engineers are
better prepared to
take on incidents
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And we wrote a generic
runbook for our
microservices
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S0 engineers knew what
they can do, and apply it
to our ~180 systems
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We set out In the last 6
months of 2019 to address
the situation

FT



Building your incident
workshop —
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I Building your incident workshop

Don’'t Panic!
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I Building your incident workshop

Set aside a couple of
hours to write a
workshop
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I Building your incident workshop

Start by having a read
of your old incidents
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I Building your incident workshop

Start brr = amepopule @

o Theo™ o=

0
S opened this issue

— {-like-robot
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I Building your incident workshop

Use the first page to
set the scene
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L]
L]
I B u | I A s o~ -
It's 12:45pm (phew!) and some health checks start going off in Slack...
The stream pag? |ooks to b2 having Some Issues...
3 s B8 a L] l
s 0 o 3 1
ase® un uso® san B8 s sREEes i
L L] un s ] L] B
] llllllllllll panin an sant lllﬂll!lllll'.'. Ell!lllll lllﬂl: 11} Illlllllll n ]
‘ saatt Hinchifre released some changes 10 lasucsearch in the morming. And whie |ooking i AWS atthe Clouawatch Metrics for aur glasticsearch usters you 5eé e foliowing on e graph of requests ©©
the EU cluster-
Metric name Statistic Time range period
Sum ¥ Last 3 hours ¥ 15 minutes ]

Ehsﬁcwarchnoqoub ~

SE
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I Building your incident workshop

Follow it with several
pages of graphs and
iInformation

#qconlondon #prepfortheunexpected
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I Birit~i-

Crecking the flasicsearch dashboard on Graphite (we could also nave us
de o the aynas and e response

requests M3 stream page

I

Fi

I : c Count of requests 10 U streom PIgE dynos

And nere’s what wwooks like onth2 Fasty dasmoard tor FT.com.

int

#qCOnlondol

r Grafana dashtd

dme from El&ﬂ(seal(h.

ard at nnp'J)gra(ana.ﬂ.comldlwmﬂm73m—c0m-elasmsearch) his 1s what we see for the numper of|

Jedian respone (ime from the EU Eigsticsearch custer for a¥ requests

ERVIEW

152.0K

SYNTHETIC



I Building your incident workshop

Each page progresses
the incident

#qconlondon #prepfortheunexpected
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Building your inrid~=* _

At 13:10 Dawn BudEe noticed that the 108S \n Splunk were primargy for requests [0 Pages using 3 Hormot=rs% query SUing.

Savedsv e Tatle Cloae

Q. New gearch

Lndexscon prod mwumwowmucaw stats count ¥ wo! ussa;t.url.uw client ip sort - cowt Last 3hours ¥ Q

Feabzngiod Mot vent Samglng ¥ Job v .~ N se Mode v

t«m(wms) e ]

o0 Pex Page Y Z Yol Provew ~ 4 g 4 ¢ 6 r 8 9

walmessage 4 true.chent O ’
quuummw«v airy v

flegoest Miss LKA 6567
Tegest Migsing 0 Ancept Heade! -"wf"'oma'.-v“ aLrev (X5
Reguest W39 » Accept Hasoe! Joorpanies/o8 .-'ap‘-mu- ) il ) wis
Negest Misseg & oot Handet .-anﬂlr‘vn AT e &
Reguest Missg n Accept Heade [l .ccwwuw-ru FTRE L 557
Aegaest Aisnng # ocepn Heade! e L eaTiorman TEs nanew 578
Neg st Missiog &0 Acceqh Heade! :c.m\mmvmmn .Ume mfﬂnn.,oo?-n.'w\l_m\l mv-‘.nr.‘ﬂ:?cn’mummmm aapasw WAL
facysest Minsiog =8 Joes Haadel .'P-\nnlu-"i(r'u-'u NI %30
Regrest Mg &t Accept Heade Ay \mﬂv‘m»m’ aMomaess aipe e 2512
Reguest Wiswrg ;.v;r:.‘\».w.‘,w e e O RTL L 29 »n

g = Accept Hesde! pwvorid orm

Missing Uset Agern Heade! N S8t als

Fownd Uses Agent associated with sCrgtng penerc t M oewstoy i rams
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I Building your incident workshop

And Is an opportunity
to ask questions about
tools and systems
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I Building your incident workshop

Include the dead ends
you encountered In
production
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Buildi
I uilding your incident workshop

We also g0t wind of some push notifications and emails that went out this morning.

I push notiﬁcaﬁons
|

06:35:38 dai\y-brieﬂng

5 preaking-news UK- _preaking-news

global

-UK-g\oba\-break’mg—news

07:22:0

07:22:05 preaking-news NOT
mails actually sent

Emails
04:30 myFT email send, next-apl apparen uts so noné ofthe e

T "Brexit pain persists, cardinal pell

p 06:20 Firs
0718 greaking News “UK outlines tariff plan 1© limit

ly failed with timeo

t
sentenced, the ECB after Mario praghi”

al grexit”

damage of 3 no-de

#qconlor
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I Building your incident workshop

Thenwrapitupina
summary page
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[ ] I .
h I 1 1~ - -
What was i?
we recelved @ ngh yolume of requests: apout 50% of \inich were for RS feeds,In3 pursts |asung appronmatery GO MANUTES-
yaany of mes & missed the CON cathe and hitthe application Tnis \ncreased e number of requests 1@ gur EV pasticseard custer which pegan 1@ grmeout dué o the 12rE2 yolume of LELE] requested each
ame oy ! cuream Page

@ otrer KX EMES

In pamcu\ar one aodress pelongng © aVirgin wMed abuse complaint wias alse Qled with wirgin Media
several otner ¥ a00resses pelonging Factet and wal su per of requests 1o Qur Rss feeds
we ruled out the following thearies of whnat nappened:
. Arecent cnange to T8 swream page app. nothing has cnanged recantly SO notthis
2. Lo of purged coment 52 more misses: wasn'ta correct tneoty 35 therewas @ pig spike I requests, mast of whichwere nits, with 2 rnall Increase 10 misses
3, scrape of oDos, we shut down 50ME (s that made Jots of requests DUt sull had proplems
4 Somev.n\ng makl ream page slow, no © lous releases at m\gnt na~ee done that- However (2 ne apP needs MoTe e tnan 12 gynos @ deal with n something like 20 requests 3 second. DIggnd
\nta the code \oca\\y each stream male s aktof ests 10 N next-apl, ™ world and U! UK streans make apout 10,3 more sandard \ist-only stred am makes about
(o the strea™ pagese ™ no longer made calls 1@ next-apl and we maoved some of our social media posersto 3 gitferant RSS system.
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I Building your incident workshop

What actually
happened?
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I Building your incident workshop

What did we do?
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I Building your incident workshop

What caused the
incident?
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I Building your incident workshop

Keep it minimal
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I Building your incident workshop

The open format
encourages people to
share what they know
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e G

Bi

It's r

It's noW L Because there are S0 ma

Ny systems having trouble, we think it is maybe something to do with Elasticsearch, and have 3 look at our
clusters charts in AWS.
But we'ré
Search latency (SearchLatancy) -
= \\e ched
I'M:c«mzrw-ﬁ-'hmmwm Period Tirwe range Sunanc
S L - 1 mte La8 8 howrs Average o
Iy
E L
Il
\ b ' L] | (g
1 | I bl | | Ml
| I -
‘ I O hr 171 (X
P | ‘ }‘ “’ ' I | ‘ ' [ ‘ l" X
" R A, 1 1 1 A | f A “ B ~ AN A A ', .~ A NIMT
W _\‘ V‘\. v“"‘J Vi V'N ‘\»___"‘\“'—."]l.‘ ll“.'(‘--,”/;'p‘."“;_,‘.‘A‘ .'Vﬂ" ’l.\’.l’-' ""‘.J v ' "' ,‘ q ' b , " 'V W""N\' "'v" .JT' i 3 ] ey
] " > = - o
™
| This is the EU graph, the US one looks much the same Historically search latency is very flat, sitting below 100ms
#qcor

Now we've woken up
igg" It's 9am and we're in the office...




Running your incident
workshop —
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I Running your incident workshop

You are the incident
lead™

* aka the facilitator
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I Running your incident workshop

Split people into small
teams
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I Running your incident workshop

Introduce the session
and the format
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I Running your incident workshop

Hand out that first
page of background
iInformation
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I Running your incident workshop

Give teams ~10
minutes to discuss this
iInformation
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I Running your incident workshop

Encourage the
discussion, pose
guestions
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I Running your incident workshop

Remind people to
write their thoughts
down!
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) this is what we see for the Number of

I Running

e e e :,:: ires 4\ LLED Hag e s 4 o L
¥
Count of requests 0 EU stream Page dynog
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Fastly dashboarg for FT.com,
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I Running your incident workshop

Bring the teams
together and ask them
the following...
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I Running your incident workshop

We're addressing that
engineering mindset
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I Running your incident workshop

1. What actions, if any,
can you take right
now?
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I Running your incident workshop

2. What more
information do you
need?

#qconlondon #prepfortheunexpected
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I Running your incident workshop

3. What are you
communicating?
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I Running your incident workshop

People get really
excited, so moderate
the conversation!
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I Running your incident workshop

Then, hand out more
iInformation.

Hopefully it's what they’'ve asked for...
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I Running your incident workshop

Repeat the handouts
and questions until the
incident is “over’
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I Running your incident workshop

Leave plenty of time
for questions

#qconlondon #prepfortheunexpected

FT






Documenting a generic
microservices runbook —
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Documenting a generic microservices
runbook

One place for generic
actions you can take
during an incident
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Documenting a generic microservices
runbook

We call it the FT.com
incident tool belt $X
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_ o T Elcominchdent Tool Beit- =X

& C' | © & https://github.com/Financial-Times/next/wiki/The-FT.com-Incident-Tool-Belt#scaling-a-heroku-app 170% UM A - BN O]

ru The FT.com Incident Tool Belt =

bren edited this page on Sep 10, 2019 - 22 revisions

Table of Contents » Pages €ED)
V 1. Being an Incident Lead
2. Failing over FT.com 4
" 3. Scaling a Heroku app overVieW
I ' 4. Blocking an IP address
5. Reverting a change e € Home
6. Turning a flag on or off e w Principles
. . ® % Bugs
Being an Incident Lead e 7 FAQs
T
Use the /incident Slack slash command to start a new incident. * 4 feams H
e Tech Strategy 9
|
Your responsibilities are to... !
#qCOrII\JI A AV I | TrrJI UPIUI (AR ASAV ]| IUI\PUUIUU —



Documenting a generic microservices
runbook

Each action has prep,
usage and previous
iIncidents documented
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Documenting a generic microservices
runbook

Preparation, such as

downloading the
Heroku CLI
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DOCU Im¢ & c @ © @& https://github.com/Financi: w o #o =
runbool  turning aflag on or off

Use this if you can improve the situation for our users by modifying a flag.
This could involve turning off a feature, e.g. disabling myFT by turning off myFtApi and
myFtApiWrite .
P re ‘ Preparation
See the next-flags-api README to ensure you are setup to modify flags.

d OW You may want to use a tool such as Postman or HTTPie to make things easier.

With HTTPie you can save the username and password from https://next-flags.ft.com

I Ie r /api/v1/auth in your .netrc file like so...

machine next-flags.ft.com
login samuel.parkinson
password [some really long string of characters]

#qconlondon #prepfortheunexpected
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Documenting a generic microservices
runbook

Previous incidents
provide context for
those yet to happen
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DOCU IM¢ & C @ © @& https://github.com/Financi: & o @ ®| =
runbool e

Previous incidents

e The fastFT ticker on the front page is crashing the whole page

e myFT is broken and write access should be disabled

P re‘ How do I do it?

This documents how to make the changes using HTTPie, modify the requests for the tool
of your choice.

p rO\ To change the state of a flag to false (we'll use the dummyFlag flag in this example)...
t h C $ http PUT https://next-flags.ft.com/api/vl/dummyFlag state=false
ON

4+ Add a custom footer
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Documenting a generic microservices
runbook

We ran training
Sessions on each
action
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Documenting a generic microservices
runbook

They were hands on
and we ran them in
production
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. How do we do on-call?

. Our incident management
challenges

. Making out-of-hours sustainable

. The results and
takeaways

FT



Did the workshops and
documentation help?
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6 incident workshops
with 3 “incidents”
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6 tool box workshops
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How likely are you to help
out during an incident?

#qconlondon #prepfortheunexpected
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How likely are you to help out during an incident? (Pre- How likely are you to help out during an incident? (Post-

workshop) workshop)
8 8
6 6
4 4
2 2
0 0
Very unlikely Unlikely Not sure Likely Very likely Very unlikely Unlikely Not sure Likely Very likely

FT
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Solving OOH incidents
IS probably not as
scary as most of us

think.
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The workshops expanded
everyone's mental model
of our systems
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_ o netsfiont:pagelinit-serverts af X

&« C O & https://github.com/Financial-Times/next-front-page/blob/master/server/init-server.js eoe

Pull requests Issues Marketplace Explore

A Financial-Times / next-front-page private ©watch~ 27  star 0  YFork 1
<> Code Issues 21 Pull requests 6 Actions Security Insights Settings
Branch: master v = next-front-page / server / init-server.js Find file = Copy path
ﬂ jenniferemshepherd Revert "Merge pull request #2263 from Financial-Times/revert-page-kit... 20998fb 14 days ago

6 contributors A m “ B 1" i’-

134 lines (118 sloc) 3.99 KB Raw Blame History [J &' mw

const path = require('path');

const express = require('@financial-times/n-express');

const nHealth = require('n-health');

const additionalHealthChecks = require('./libs/health-checks');

const TopStories = require('./data/sources/topstories.datasource');
const FastFT = require('./data/sources/fastft.datasource');

const RegionalNews = require('./data/sources/regionalnews.datasource');
const OtherHomepage = require('./data/sources/otherhomepage.datasource');
const SpecialEvent = require('./data/sources/specialevent.datasource');
const Podcasts = require('./data/sources/podcasts.datasource');

const streamToFeed = require('./libs/stream-to-feed');

const topStoriesValidator = require('./data/validation/top-stories-validator');

const navigationMiddleware = require('@financial-times/dotcom-middleware-navigation');
const assetLoaderMiddleware = require('@financial-times/dotcom-middleware-asset-loader');
const appContextMiddleware = require('@financial-times/dotcom-middleware-app-context');

const healthChecks = nHealth(
path.resolve(__dirname, './config/health-checks'),
additionalHealthChecks

e

);
#qCOrIIUI UV T TT VI VNIV U TVUT TUN NV U VLU U _—



n O next-front-pagefinit-serverjs = X

e

O Search or jump to...

C O &t

://github.com/Financial-Time

+

next-front-

page/blob/master/s:

Pull requests Issues Marketplace Explore

£ Financial-Times / next-front-page  private © Watch~ 27 % Star ork g1
(D) 3 i <
<> Code Issues 21 sts 6 Actidfis) Security Insights Settings
nit-server.js Find file  Copy path
3 from Fina ies/revert-page-kit..4 2099 14 days ago
134 lines (118 sloc) 3.99 KB Blame History [J »° 1

splu

y 4
b | HE

#qcorllvl (A ASJ N | TrrJI U'.IIUI L

const path =

express = require('@financial-times/n-express'); G
nHealth = require('n-health');

additionalHealthChecks = require('./libs/health-checks');
TopStories = require('./data/sources/topstories.datasource');
FastFT = require('./data/sources/fastft.datasource');

ws = require('./data/sources/regionalnews.datasourc

require('path');
rafana
const
const

const

const
const

req dat ou /otherhomepage.datasol
Pqu datallur specialevent.datasour
re ( Jd Sou asts.datasource');
requ (R bs/s -to-feed');

const

topStoriesValidator = require('./data/validation/top-stories

const navigationMiddleware = require('@financial-times/dotcom-midd

const assetLoaderMiddleware = require('@financial-times/dotcom-m. ®
const appContextMiddleware = require('@financial-times/dotcom-middleware-app-contex

const healthChecks = nHealth(

path.resolve(__dirname,
additionalHealthChecks

‘./config/health-checks'),

]

);
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We got better at the
process
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[I've learnt] to focus
Initially on comms and
customer experience,
and less on finding the
technical root cause.
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We started learning from
our old incidents
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https://unsplash.com/@lemonzandtea?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/power-button?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

| am keen to work
towards being on the
out-of-hours team.
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Engineers did join the
out-of-hours team &<
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There’'s now 11 of us
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Many of whom were
dialed into the
big DNS incident
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What are we doing this
year?
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Continue to promote
joining the out-of-hours
team
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Evangelise running
iIncident workshops across
the company
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T FACTOR‘

__Photo by Ollie Jordan on Unsplash


https://unsplash.com/@ollie_jordan?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/takeaway--chips?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Practicing incident
management can prepare
you for the unexpected
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Confidence doesn’t have
to come from in-depth
knowledge
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Take this back to your
teams, and have fun!
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We’'re hiring! ./

https://www.ft.com/gcon
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https://www.ft.com/qcon

Further reading

e Coping with Complexity by the SNAFUcatchers
e Beyond the "Fix-it" Treadmill by J. Paul Reed

e Coagnitive Work of Hypothesis Exploration During

Anomaly Response by Marisa R. Grayson

e |earning from Incidents in Software Blog
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https://snafucatchers.github.io/
https://queue.acm.org/detail.cfm?id=3380780
https://queue.acm.org/detail.cfm?id=3380778
https://queue.acm.org/detail.cfm?id=3380778
https://www.learningfromincidents.io/

Incident workshop examples

e FT.com Incident Workshop #1
e FT.com Incident Workshop #2
e FT.com Incident Workshop #3
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https://drive.google.com/file/d/14FlNmYsmYJB_sxQli0oaSzQuPnuMo9Tk/view?usp=sharing
https://drive.google.com/file/d/153Ul1hfieo2A3EaQjVDYdvxJI4EwkX1C/view?usp=sharing
https://drive.google.com/file/d/1-5XS6bioDkPxXm7AGoUOg0mEumDYavTc/view?usp=sharing

Thank you!

I'd love to hear your thoughts,
suggestions and feedback!

samuel.parkinson@ft.com
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