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. I  W E A R  D A R K  
H O O D I E S  ( A N D  I  L I S T E N  T O  
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A N D  W H Y  I S  I T  I M P O R TA N T ?

W H AT  I S  C Y B E R S E C U R I T Y



C Y B E R S E C U R I T Y  I S  T H E  T E C H N I Q U E S  O F   
P R O T E C T I N G  C O M P U T E R S ,   
N E T W O R K S ,   
P R O G R A M S  A N D   
D ATA   

F R O M  U N A U T H O R I S E D  A C C E S S  O R  
AT TA C K S  T H AT  A R E  A I M E D  F O R  
E X P L O I TAT I O N



O C T  2 0 1 6.   
A  S E R I E S  O F  D D O S  AT TA C K S  
W E R E  L A U N C H E D  A G A I N S T  D N S  
S E R V E R S ,  W H I C H  C A U S E D  M A J O R  
W E B  S E R V I C E S  T O  S T O P  W O R K I N G  







































H O W  T O  H A C K  T R U M P ’ S  D O N AT I O N  W E B S I T E

W E B  A P P  AT TA C K S



A  C O U P L E  O F  Y E A R S  B A C K  A S  
T H E  U S  P R E S I D E N T I A L  
C A M PA I G N  W A S  R A M P I N G  U P,  
T H E  T R U M P  C A M P  D I D  S O M E T H I N G  S T U P I D



O N E  O F  T H E I R  D E V E L O P E R S  
E M B E D D E D  A  P I E C E  O F  C O D E  I N  T H E  
C A M PA I G N ’ S  D O N AT I O N  W E B S I T E



< S C R I P T  S R C = " H T T P S : / / G I T H U B . C O M / I G O R E S C O B A R /

J Q U E RY- M A S K - P L U G I N / B L O B / G H - PA G E S / J S / J Q U E RY. M A S K . M I N . J S"  
T Y P E = " T E X T / J AVA S C R I P T > < / S C R I P T >



T H I S  TA G  W A S  I N  T H E  S O U R C E  
C O D E  A N D  WA S  P U L L I N G  T H E  S C R I P T  
D I R E C T LY  O F F  I G O R  E S C O B A R ’ S  G I T H U B  R E P O S I T O RY





Y O U  C A N  S U B M I T  A  P R  T O  I N J E C T  

A R B I T R A RY  J S  C O D E  I N T O  D O N A L D  
T R U M P ’ S  S I T E







I F  T H E  F I L E  O N  G I T H U B  G E T S  M O D I F I E D  
S O M E H O W,  T H E  C H A N G E S  W I L L  B E  R E F L E C T E D  O N  T R U M P ’ S  

S I T E ,  U S U A L LY  I N  U N D E R  3 0  S E C O N D S



T H E  R E P O S I T O R Y  I S  J Q U E RY-
M A S K - P L U G I N  -  E N H A N C E S  T H E  U X  O F  

S U B M I T T I N G  A  F O R M





A N Y O N E  C A N  S U B M I T  A  P R  O N  T H I S  J S  F I L E  

I F  I G O R  A C C E P T S  Y O U R  P R ,  T H E N  
Y O U R  J S  C O D E  -  W H AT E V E R  I T  C O N TA I N S  -  W I L L  
G E T  I N J E C T E D  T O  T R U M P ’ S  C A M PA I G N  
D O N AT I O N  W E B S I T E  I M M E D I AT E LY



. M O D I F Y  T H E  D O M  

. R E D I R E C T  T H E  U S E R  

. L O A D  I N  E X T E R N A L  C O N T E N T  

. C H A L L E N G E  V I S I T O R S  T O  I N S TA L L  S O F T W A R E  

. A D D  A  K E Y  L O G G E R  

. G R A B  A N Y  N O N - H T T P  O N LY  C O O K I E S



E V E R Y  P E R S O N  W I L L  N O W   
G E T  R E D I R E C T E D  \ >  

T O  C L I N T O N ’ S  W E B S I T E







T H E  S E C U R I T Y  H O L E  W A S  F I X E D  W I T H I N  
2 . 5  H O U R S ,  A N D  N O  A C T U A L  D A M A G E  
W A S  D O N E  B E S I D E S  B A D  P R  F O R  T H E  T R U M P  C A M PA I G N



T H E  C R Y P T O M I N E R  I N C I D E N T

W E B  A P P  AT TA C K S















I T  W A S N ’ T  T H E  S I T E S  T H E M S E LV E S  
T H AT  H A D  B E E N  C O M P R O M I S E D ,  
R AT H E R  A  S C R I P T  T H E Y  H A D  A  D E P E N D E N C Y  O N







T H E Y  C R E AT E  A S S I S T I V E  
T E C H N O L O G I E S ,  O N E  O F  W H I C H  I S  A  

P R O D U C T  C A L L E D  B R O W S E A L O U D







A N D  N O W  W E ’ R E  B A C K  T O  T H E  T R U M P  P R O B L E M  
E X C E P T  I T ’ S  N O  L O N G E R  H Y P O T H E T I C A L ,   

I T ’ S  R E A L



< S C R I P T  T Y P E = “ T E X T / J AVA S C R I P T ”  S R C = “ / /
W W W. B R O W S E A L O U D . C O M / P L U S / S C R I P T S / B A . J S” > < / S C R I P T >  

http://www.browsealoud.com/plus/scripts/ba.js






. S O M E O N E  M A N A G E D  T O  G A I N  A C C E S S  T O  T H E  S T O R A G E  W H E R E  T H I S  F I L E  W A S  

. T H E  F I L E  G E T S  D I S T R I B U T E D  F R O M  T H E  C D N  

. N O W  E V E RY  S I N G L E  W E B S I T E  E M B E D D I N G  I T  H A S  A  
C R Y P T O  M I N E R



H O W  T O  S O C I A L  E N G I N E E R  D E V E L O P E R S

W E B  A P P  AT TA C K S



I N  2 0 1 8  A  M A L I C I O U S  PA C K A G E ,  F L AT M A P - S T R E A M ,  W A S  
P U B L I S H E D  T O  N P M  A N D  W A S  L AT E R  A D D E D  A S  A  
D E P E N D E N C Y  T O  T H E  W I D E LY  U S E D  E V E N T- S T R E A M  
PA C K A G E  B Y  R I G H T 9 C T R L



8  M I L L I O N  D O W N L O A D S  L AT E R ,  A P P L I C AT I O N S  A L L  
O V E R  T H E  W E B  W E R E  R U N N I N G  
M A L I C I O U S  C O D E  I N  P R O D U C T I O N



W H AT  I S  T H E  E V E N T- S T R E A M  PA C K A G E ?

It’s a toolkit that provides utilities to create and manage 
streams 

Authored by Dominic Tarr (dominictarr on npmjs) 

One of the 432 packages he owns on npmjs 

Received contributions from 33 different contributors 

2000 stars





J U LY,  2 0 1 5 .  G I T H U B  U S E R ,  D E V I O U S ,  C O M M E N T S  O N  A N  
I S S U E  O N  T H E  E V E N T- S T R E A M  P R O J E C T  Q U E S T I O N I N G  
I F  A  F L AT M A P  F U N C T I O N A L I T Y  W O U L D  B E  
W E L C O M E D



S O C I A L  E N G I N E E R I N G  D E V S



A U G U S T,  2 0 1 8 .  A N T O N I O  M A C I A S  I N  N P M  C R E AT E D  
A N D  P U B L I S H E D  A  N O N - M A L I C I O U S  
PA C K A G E  C A L L E D  F L AT M A P - S T R E A M



N E X T,  A N T O N I O  P R O P O S E D  T H AT  T H E  E V E N T- S T R E A M  P R O J E C T  
U S E S  T H E  F L AT M A P  PA C K A G E  

R I G H T 9 C T R L  A P P R O A C H E D  D O M I N I C  
T O  M A K E  T H E  N E C E S S A R Y  C H A N G E S



D O M I N I C  A C C E P T E D  R I G H T 9 C T R L’ S  O F F E R  A N D  M A K E S  H I M  A  

C O N T R I B U T O R  -  W I T H  F U L L  N P M  
P U B L I S H I N G  R I G H T S  F O R  T H E  
M O D U L E  O N  T H E  N P M  E C O S Y S T E M





O C T O B E R ,  2 0 1 8 .  J AY D E N S E R I C  O P E N E D  A N  I S S U E  
A G A I N S T  N O D E M O N  R E P O R T I N G  A N  
U N E X P E C T E D  D E P R E C AT I O N  WA R N I N G







T H I S  W A S  A  TA R G E T E D  
AT TA C K  O N  C O PAY ,  A  S E C U R E  

B I T C O I N  W A L L E T  P L AT F O R M





T H E I R  S T R AT E G Y  W A S  T O  W A I T  
F O R  T H E  O P P O R T U N I T Y  T O  B E  
E X E C U T E D  W H E N  T H E  C O PAY  A P P  WA S  B E I N G  B U I LT



T H E Y  S U C C E E D E D ,  A N D  W E R E  
B U I LT  I N T O  C O PAY  V E R S I O N  5 . 0 . 2  T O  5 . 1 . 0









C R E D E N T I A L S / T O K E N S / E N V.  VA R I A B L E S

W H AT  E L S E  C A N  G O  W R O N G ?



G I T H U B  I S  H O U S I N G  

T H O U S A N D S  O F  P U B L I C LY  
A C C E S S I B L E  K E Y S / T O K E N S /
PA S S W O R D S













K E Y S  F O R  S E R V I C E S  I N C L U D I N G  
. G O O G L E  
. T W I T T E R  
. A W S  
. FA C E B O O K  
. M A I L C H I M P  
. T W I L I O  
. S T R I P E





W H AT  I S   
W E B  
A P P L I C AT I O N  
S E C U R I T Y



– W I K I P E D I A

“Web application security is a branch of 
Information Security that deals specifically with 
security of websites, web applications and web 

services.” 



S E C U R E  
S O F T W A R E  
D E V E L O P M E N T  
L I F E C Y C L E



Software Development Life Cycle (SDLC) is a 
framework that defines the process used by the 
organisations to build an application from its 

inception to its decommission





A  S E C U R E  S D L C  P R O C E S S  E N S U R E S  T H AT  
S E C U R I T Y  A S S U R A N C E  A C T I V I T I E S  S U C H  A S  
P E N E T R AT I O N  T E S T I N G ,  C O D E  R E V I E W ,  T H R E AT  
M O D E L I N G  S E S S I O N S  A N D  A R C H I T E C T U R E  
A N A LY S I S  A R E  A N  I N T E G R A L  PA R T  O F  T H E  
D E V E L O P M E N T  E F F O R T



S E C U R I T Y  I S  A  C O N T I N U O U S  C O N C E R N  

AWA R E N E S S  O F  S E C U R I T Y  C O N S I D E R AT I O N S  B Y  
S TA K E H O L D E R S  

E A R LY  D E T E C T I O N  O F  F L A W S  &  C O S T  
R E D U C T I O N



H O W  D O  I  G E T  
S TA RT E D ?



Open Web Application Security Project 

Community dedicated to enabling organisations to conceive, 
develop, acquire, operate and maintain applications that can 
be trusted 

www.owasp.org

http://www.owasp.org








List of security techniques 
that should be included in 
every software development 
project



T H E  T O P  1 0  P R O A C T I V E  C O N T R O L S



C 1 .  D E F I N E  S E C U R I T Y  R E Q U I R E M E N T S

Security requirements define new features or additions to 
existing features to solve a specific security problem or 
eliminate a potential vulnerability 

*OWASP Application Security Verification Standard 

User Stories and Abuse Cases





C 2 .  L E V E R A G E  S E C U R I T Y  
F R A M E W O R K S  A N D  L I B R A R I E S

Secure coding libraries and software frameworks with 
embedded security help software developers guard 
against security-related design and implementation 
flaws  

A developer writing an application from scratch might not 
have sufficient knowledge, time, or budget to properly 
implement or maintain security features







The primary aim is to educate 
developers, designers, architects, 
managers, and organisations about the 
consequences of the most common 
and most important web app security 
weaknesses





I S  Y O U R  A P P L I C AT I O N  V U L N E R A B L E ?

• If you don’t know the versions of all components you 
use (both client-side and server-side) 

• If you don’t scan for vulnerabilities regularly or 
subscribe to security bulletins related to the 
components you use 

• If you don’t fix or upgrade the underlying platform, 
frameworks, and dependencies in a risk-based, timely 
fashion



H O W  Y O U  C A N  P R E V E N T  I T ?

• Remove unused dependencies, unnecessary features, 
components, files, and documentation 

• Continuously inventory the version of both client-side and 
server-side components and their dependencies using 
tools 

• Only obtain components from official sources over secure 
links 

• Monitor for libraries and components that are unmaintained 
or do not create security patches for older versions



H O W  T O  
S E C U R E  Y O U R  
O P E N  S O U R C E  
P R O J E C T

P R I D E  I N  L O N D O N🦄



D I S C L A I M E R .   
T H E  P E R F E C T  C I / C D  P I P E L I N E  D O E S N ’ T  E X I S T… S O R R Y  : (  



































































































































T H E  D E P E N D E N C Y  G R A P H  I S  AVA I L A B L E  
F O R  E V E R Y  P U B L I C  R E P O S I T O R Y  T H AT  
D E F I N E  D E P E N D E N C I E S  I N  A  
S U P P O RT E D  L A N G U A G E  U S I N G  A  
S U P P O RT E D  F I L E  F O R M AT  
R E P O S I T O R Y  A D M I N  C A N  A L S O  S E T  U P  T H E  D E P E N D E N C Y  G R A P H  F O R  
P R I VAT E  R E P O S I T O R I E S

























H O W  D O E S  I T   
W O R K  O N  
G I T H U B ?































F E AT U R E S  -    
C S P  &  S R I



C O N T E N T  S E C U R I T Y  P O L I C Y   ( C S P )  I S  A N  
A D D E D  L AY E R  O F  S E C U R I T Y  T H AT  H E L P S  
T O  D E T E C T  A N D  M I T I G AT E  C E R TA I N  
T Y P E S  O F  AT TA C K S ,  I N C L U D I N G  X S S  A N D  
D ATA  I N J E C T I O N  AT TA C K S  
T H E S E  AT TA C K S  A R E  U S E D  F O R  E V E R Y T H I N G  F R O M  D ATA  T H E F T  T O  S I T E  
D E FA C E M E N T  T O  D I S T R I B U T I O N  O F  M A LW A R E

https://developer.mozilla.org/en-US/docs/Glossary/CSP
https://developer.mozilla.org/en-US/docs/Glossary/XSS
















S U B R E S O U R C E  I N T E G R I T Y   ( S R I )  I S  A  
S E C U R I T Y  F E AT U R E  T H AT  E N A B L E S  
B R O W S E R S  T O  V E R I F Y  T H AT  R E S O U R C E S  
T H E Y  F E T C H  A R E  D E L I V E R E D  W I T H O U T  
U N E X P E C T E D  M A N I P U L AT I O N  
I T  W O R K S  B Y  A L L O W I N G  Y O U  T O  P R O V I D E  A  C R Y P T O G R A P H I C  H A S H  T H AT  A  
F E T C H E D  R E S O U R C E  M U S T  M AT C H













M O R E  T O O L S  -    
O N L I N E  S C A N



















-  O P E N  S O U R C E  C A N  B E  A  V E C T O R  
F O R  L A R G E  S C A L E  C Y B E R  AT TA C K S  

-  L E V E R A G E  T H E  A P P L I C AT I O N S  
AVA I L A B L E  O N  G I T H U B  
M A R K E T P L A C E  

-  C R E AT E  A  S M A L L  P I P E L I N E  A N D  
H A R D E N  G I T H U B  S E C U R I T Y  F O R  
Y O U R  C O L L A B O R AT O R S  

-  E X P E R I M E N T  

-  D O N ’ T  P U S H  Y O U R  K E Y S  O N  
G I T H U B !😡😡😡

K E Y  TA K E AWAY S

https://emojipedia.org/pouting-face/
https://emojipedia.org/pouting-face/
https://emojipedia.org/pouting-face/






G E T  S E C U R E ,  B E  S E C U R E  A N D  S TAY  S E C U R E



T H A N K  Y O U !  
Q U E S T I O N S ?  : )

@ S O N YA M O I S S E T  🦄🌍


